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UN Women 1 t6 chirc caa Lién hop qudc hoat dong vi myc
tiéu binh ddng gidi va trao quyén cho phu nit. La t6 chirc toan cau di
dau vé bao vé phu nit va tré em gai, dugc thanh lap nham thac déy
tién do trong viéc dap tmg nhu cau cta phu nit va tré em gai trén toan
thé gioi.

UN Women hd tro cac Quéc gia thanh vién Lién Hop Qudc
trong viéc dit ra cac tiéu chuan toan cau dé dat dugc binh dang gidi,
dong thoi lam viée voi cac Chinh phu va cac t6 chire x4 hoi dé xay
dung luat phap, chinh sach, chuong trinh va dich vu can thiét dé dam
bao céc tiéu chuan duoc thuc hién hiéu qua va thuc su mang lai loi

ich cho phu ni va tré¢ em gai trén toan the gioi.

UN Women hoat dong trén toan cAu nham hién thyc héa tim
nhin ctia cac Muc tiéu Phat trién Bén viing ddi voi phu nit va tré em
gai va ung ho su tham gia binh déng cta phu nit trong tat ca cac khia
canh cta doi sdng, tap trung vao bon wu tién chién lugc: (i) Tang
cuong vai tro 1anh dao, sy tham gia cia phu nit va thu hudéng binh
déng tir cac hé théng quan tri; (i1) Phu n@t ¢6 thu nhap, cong viéc on
dinh va tu chu vé kinh té; (iii) T4t ca phu nit va tré em gai c6 mot
cudc sdng khong ¢ hinh thirc bao luc; (vi) Nang cao dong gop va
anh hudng cta phy nit va tré em gai trong trong viéc xay dung hoa
binh bén viing, kha nang chéng chiu, déng thoi dugce huong loi binh

dang tir viéc phong chdng thién tai va xung dot, cling nhu cac hoat



d6ng nhan dao. UN Women dong thoi cling diéu phbi viéc thuc day
binh dang gidi trong hé thong Lién Hop Qudc.

Théng bdo Bin quyén

UN Women giit quyén sé hitu tri tué (bao gdm ca ban quyén)
ddi véi tht ca cac san phém do UN Women san xuit, truc tiép hoic
thong qua bén thir ba, bao gdm nhan vién, chuyén gia tu vin dugc
thué va cac nha cung cap dich vu khac. Piéu nay c6 nghia 1a ban
quyén cia tit ca cac san pham ndi dung va thong tin duoc san xuat

cho UN Women ludn thude vé UN Women.

Thong bao ban quyén bao gom ky hiéu ban quyén v6i nim
xuat ban, tén UN Women va vin ban cap phép, theo sau 14 s6 ISBN
(néu c6). Vin ban ban quyén ciing c¢6 thé dugc bao gdm trong phan
bén trong cua bia sau, mic du diéu nay it phd bién hon. Thong tin
ban quyén phai dugc dua vao cac 4n pham va trang web hudng ra

bén ngoai nhu sau:
© 2023 UN Women. Pi ding ky ban quyén.
Tir choi trdch nhiém
Céc quan diém thé hién trong an pham nay 1 quan diém cia
cac tac gia va khong nhét thiét dai dién cho quan diém cua UN

Women, cta Lién Hop Qudc hay cua bat cur to chitc nao khac truc

thudc Lién Hop Québc.
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. Loi néi dau

Trong thoi dai cong nghé thong tin bung nd nhu hién nay,
kinh doanh online dang dan tré thanh mot xu hudéng duogc rat nhiéu
ca nhan, doanh nghi¢p coi trong. Khong chi giup md rong pham vi
quang ba, 1am sau va rong hon cac bién phap truyén thong cho ca
cac doanh nghiép trong va ngoai nudc, giam chi phi van hanh, két
nbi v4i cac nha cung cap voi chi phi thap ma Mang va cong nghé
thong tin con 1a nhitng yéu t6 quan trong thiic day su phat trién caa
cac doanh nghi¢p nho va vira (DNNVV). Tuy nhién bén canh nhitng
co hoi, mdi truong “mang” — “Mang” ciing dong thoi mang dén
nhiing rdi ro va thach thirc vo cung to 16n cho cd nhan nguoi dung
cling nhu cdc doanh nghi¢p néi chung va doanh nghiép do phu nir
lam chu noi riéng trong viéc bao dam an toan thong tin. Ngay cang
c¢6 nhidu cac cudc tin cong mang tinh vi c6 t6 chie véi quy mo 16n
hudng dén cac doanh nghiép va cac tap doan 16n trong khi nhan thirc
vé an ninh mang ctia ngudi dung & Viét Nam van con rat han ché.
Nhiéu cong ty van chi ap dung cac giai phap dam bao an toan thong
tin mang truyén théng, cong nghé khong duoc cap nhat va chi khi bi

tan cong maéi thué€ nhan lyc dé stra chira, phuc hoi.

Tai Viét Nam, s6 DNNVV do phu nit lam chu chiém hon
20% téng s6 DNNVV ca nuéc, tuy nhién béng su nhay bén, linh hoat

nhung ciing khong kém phan quyét liét, cac lanh dao nit da thé hién
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ban linh trong viéc 1anh dao doanh nghi¢p. Péc bi¢t, trong giai doan
phuc hdi kinh té hién nay, cdc nit doanh nhan dang tré thanh nhitng
ngudi truyén ning luong tich cuc cho to chirc, dua doanh nghiép
vuot qua khé khan, phat trién 6n dinh. Mic du di khang dinh duoc
vai tro cia minh trong nén kinh té nhung thyc té, cac DNNVV do ni
lam chu dang gip rat nhidu khé khin va rdo can ca vé tai chinh va
phi tai chinh.

Vi su hd tro cua du an “Hé tro doanh nghiép do nir lam chu,
hiép hoi, hoi, cau lac bé doanh nhan nir s dung va khai thdc thong
tin, dir liéu an toan trén khong gian mang” ciia Co quan Lién hop
qudc vé Binh dang gidi va trao quyén cho phu nit (UNWOMEN)
trong khuon kho chuong trinh khu vuc “Phu nit, Hoa binh va An
ninh mang: Thiic ddy Hoa binh va An ninh ciia Phy niv trong Thé
gidi s6”, Hoi dong Doanh nhan nit Viét Nam (VWEC) cung nhom
chuyén gia di xay dung cudn “S6 tay An ninh mang danh cho ni
linh dao” v6i mong mudn cung cip cho doanh nhan nir, nir 1anh dao
doanh nghiép/td chtc nhing hiéu biét nhat dinh vé van dé an toan
an ninh mang khi tham gia trén moi truong Mang, cach phong tranh,
cach nhan biét nguy co bi tdn cong ciing nhu nhiing bién phap can
thuc hién sau khi bi tn cong mang. Chung t6i hy vong s& gitip duoc
da s6 ngudi ding Mang tranh duoc nhiing nguy co tiém an dang sau

nhiing cu click chudt twong chung nhu vo hai trén moi trudng mang.



Chung t61 xin gui 101 cam on chan thanh t6i cac chuyén gia
tu van — TS. Lé Quang Minh, Phé Vién truéng Vién Cong nghé thong
tin, Pai hoc Quéc gia Ha No1i, truong nhom tu van; ThS. Nguyén Thi
Ngoc Han, Phong An toan Hé théng thong tin, Vién Cong nghé thong
tin va cac chuyén gia da dong hanh cing VWEC va UN Women dé
hoan thanh cudn s tay nay.

Cudi cting, chiing toi xin giri 16i cam on chan thanh téi Chinh
phu Australia va Bo Ngoai giao Australia vi da hé tro cho UN
Women va du &n “Phu nit, Hoa binh va an ninh mang: Thuc dcfy Hoa
binh va An ninh ciia Phu nit trong Thé gidi so” trong viéc xay dung

cudn so tay nay.

Xin tran trong cam on!
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I1. D4n nhap

Mot cau hoi dang dugce dat ra: ban can nang cao kha nang tu
béo vé ctia ban than nhu thé nao dé tré nén an toan hon trong moi
truong Mang?

Cau tra 16 chi c6 thé 14

- tang nhan thuc,

- biét cach phong va chéng cac nguy co bi tin cong,

- phat hién nhanh khi bi tin cong,

- sau d6 1a xir Iy sw cé va

- giam tac hai do bj tAn cdng Mang nhé nhat c6 thé.

Cubn s6 tay nay sé& giup ban 1am dugc diéu d6 qua mot chu
trinh dan dat nguoi doc ty tim hiéu, danh gia va xac dinh bién phap
phong bi, ty vé va phan cong khi mudn tu vé khoi nhitng nguy co bi
tan cong hay xdm pham trén mang. Cudn s tay s& trinh bay lam 5
phan:

- ldentify - nhan thirc nguy co. (Muc I11)

- Protect - Phong chéng nguy co.

- Detect - phat hién su cd.

- Respond - tng phé su cb.

- Recover - phuc héi hé théng.

tuong tng véi 5 ngdn trong hinh ban tay dudi day:
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Nhan thirc (Identify)

) Phong vé (Protect)

Phat hién (Detect)

Ung phé (Respond)

Khéi phuc (Recover)

Hinh 1. Quy trinh xir Iy an toan thong tin

Ngon tay thir nhit: vin dé Identify (nhan thirc nguy co) —
ching t6i dit & ngon tay cai, ngon tay quan trong nhat. Chung toi
mubn dé cap dén nhimng hiéu biét vé an toan thong tin. Nguoi doc
can biét rang moi truong Mang khong chi chira vo van nhimng kho
tang thong tin thi vi, nhiéu diéu méi la tha hd kham pha ma con day
rdy nhitng cam bay, nhitng nguy hiém rinh rap ngay canh ho. D6 1a
nhiing vy ltra ddo trén mang xa hoi; nhitng thong tin xéu, doc, sai su
that; nhirng vu mao danh, ltra d4do, xam hai, léy cép thong tin c4 nhan,

xam pham quyén riéng tu, v.v.
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Khong phai nguoi dung Mang
nao ciing biét vé& cac nguy hiém trén
mang. Theo théng ké cua Kaspersky
nam 2020 thi gan 40% nguoi ding Mang
tai Pong Nam A khong quan tim dén
bao méat mang. Didu nay cho thay viéc
nhan thirc duge nguy co vé an ninh mang
1a vo cung can thiét.

Nguoi dung Mang can phai ¢
kién thirc ¢ nhan biét 14 c6 nguy co hay
khong, va phai tu nhan ré nguy co mét
an toan Mang va rui ro bi xam pham
thong tin ca nhan hay ciia cong ty/td
chtrc, thi méi chuan bi cac bién phap dé
phong tranh. Néu khong thi sy khong dé
phong sé lam cho ca nhan, cong ty/co

quan s€ bi tan cong bat ctr khi nao.

Ngon tay thi hai: 1a ngén tay

Luu y: Nhiing céch
thie @ bao vé minh
trén mang nhu dat mat
khdu manh, sir dung
phén mém diét virus,
khong st dung duong
truyén internet tu do,
khong trao cho nguoi
khac mat khau cua
minh hay cua cong
ty/co quan, khong tiép
can cac trang mang
khong an toan, dat cac
thiét dit tuong lua
(firewall), dao tao nhan
luc day du vé phong vé

an ninh mang, v.v.

hanh dong, dung dé bop co khi ban stng, ngén tay Protect — Phong

vé. Gidng nhu khi biét 14 c6 nguy co bi n trom thi ngudi ta s& lap

hang rao, trong CNTT ciing vay, khi biét 1 ¢6 nguy co mat an ninh

mang thi nguoi dung s& thiét 1ap cac bién phap bao vé. Do s& 1a

nhitng hudng dan dé nguoi doc biét dé chu dong ngin chin nhiing
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kha nang cé thé bi xam pham. Viéc canh bdo dugc thuc hién cang
som thi s& cang giam dugc nhitng tén hai, mit mat ma vu tin cong
mang c6 thé gay ra. Su tmg pho kip thoi (ngay 1ap tirc) va hiéu qua
(ngan chin ngay va dy du) 1a quan trong nhét trong viéc phong vé

an ninh Mang,.

Ngén tay thir ba 14 ngon tay dai nhat cta ban tay, chung t6i
dit n6 1a ngodn tay v6i budce Detect - Phat hién. Hé thong bao vé c6
mot tdc dung quan trong nhét, d6 1a canh béo, 1a phat hién va bao
cho chii nhan biét rang ho dang bi tan cong trong thoi gian ngan nhat
c6 the.

Ngon tay thir tu: ngoén Respond - Ung phd, nam trén ngdn
deo nhdn, van héa phuong tay thudng goi la ngon tay két hon. Y
nghia ma ching t6i mudn dé cép chinh 1a sy phdi hop khi tmg pho
su ¢ an toan thong tin. Khi ing ctru su ¢d thi can phai c6 sy phdi
hop, khi ban gip su ¢6 hiy nghi dén su phdi hop ctia nhidu bén (nhan
vién IT ciia to chirc/cong ty, chuyén gia, Trung tim Ung ctru khan
cap khong gian mang (VNCERT), Bo Cong an, B6 Qudc phong, v.v.)

dé tng pho tot nhat sy c¢o vira xay ra.

Ngén tay ut: ngén Recover — Khoi phuc sau su cd, 1 cau
chuyén cua viéc phuc hoi, can 1am sao dé khoi phuc lai hé thong,
giam thiéu rui ro. Ngén tay ut 1a ngon tay nho nhat, 1a mong mudn
thiét hai nho nhat. Khéi phuc su cd, giam thiéu rui ro va mat mat vé

thong tin quan trong ctia c4 nhan hay ciia cong ty/t6 chirc.
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Vi y tudng vé cudn sb tay nhu trén, chung toi hi vong ndi
dung dé cap trong cudn sb tay s& cung cip cho doc gia nhirng thong
tin don gian, d& hiéu, va thiét thyc dé nhiing kién thirc nho nay s&

giup ban an toan hon trén khong gian mang.

I1l. Nhan thirc nguy co

PAu tién, chung ta can tim hiéu mot sd khai niém vé an toan
an ninh mang, tinh hinh an ninh mang ciia Viét Nam va nhiing xu thé
an ninh mang trong thoi gian toi.

Sau do6 chung t61 s€ gidi thi€u nguyén 1y va nhitng cach thuc
tin tac thuc hién nhitng vy tan cong trén moi trudng mang.
1. An toan an ninh mang la gi?

Cybersecurity — an ninh mang dugc hiéu ndm na 1a “viéc
cd nhdn hay t6 chike thuc hién cdc hoat dong hay théi quen dé bdo
Vvé cdc hé thong két noi Internet nhie phan cimg, phan mém va di
liéu khéi cac moi de doa mang, va dé tranh hodc chéng lai viéc truy
cdp trdi phép vao trung tam dir liéu va cdc hé thong mdy tinh khdc

cua ca nhan, cong ty hay to churc”.

Luat An toan thong tin mang 2015 da dinh nghia: “An toan

théng tin mang la si bdo vé thong tin, hé thong thong tin trén mang
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https://thuvienphapluat.vn/van-ban/Cong-nghe-thong-tin/Luat-an-ninh-mang-2018-351416.aspx?anchor=dieu_2

tranh bi truy nhap, sw dung, tiét 16, gian doan, sva doi hodc pha hoai
trdai phép nham bdao dam tinh nguyén ven, tinh bdo mdt va tinh kha

dung cua thong tin.”

Theo khoan 1 Diéu 2 Luat An ninh mang 2018 dinh nghia an
ninh mang nhu sau: "An ninh mang la sy bdao dam hoat dong trén
khéng gian mang khong gdy phwong hai dén an ninh quéc gia, trdt
tie, an toan xa héi, quyén va loi ich hop phdp cia co quan, t6 chike,

ca nhan."

Ca an toan thong tin 1in an ninh mang déu nham muyc dich
bao vé thong tin. An toan thong tin dé cap dén mot linh vyc rong lén
hon. Ngoai viéc bao vé dir liéu khoi nhitng méi de doa thi n6 xtr li
cac thong tin ki thuat s va thong tin tuong tu. Trong khi an ninh
mang tap trung vao thong tin ki thuat s va giai quyét cac van dé toi

pham mang, tin céng mang, gian 14n mang, thuc thi phap luat, ...

An ninh mang

Bat c diéu gi lién quan dén
bao maét trong linh vuc mang

Hinh 2. Khéc biét giita an toan thong tin va an ninh mang
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2. Tinh hinh an ninh mang cia Viét Nam.

Nhimng nim qua, Viét Nam da c6 nhiéu chu truong ddy manh
mg dung, phat trién cong nghé thong tin phuc vu phat trién kinh té
— x4 hoi, bao dam quéc phong, an ninh va da dat duoc nhiéu thanh
tyu rat quan trong. Co s& ha ting vién thong, cong nghé thong tin
duogc xay dyng kha dong bo; hau hét cac nganh dang sb hoa co s&
dir liéu va Gmg dung cong nghé thong tin dé nang cao hiéu qua quan
1y, giam thiéu thi tuc hanh chinh. Kinh té s6 duoc hinh thanh va phat
trién nhanh, ngay cang tré thanh bg phin quan trong cua nén kinh té;
xuat hién nhiéu hinh thtrc kinh doanh, dich vu méi xuyén qudc gia,
dua trén nén tang cong nghé sd va Mang va theo ITU, khoang cach
gidi ky thuat s6 & Viét Nam nam 2021 14 9 diém, chi c6 57% phu nit

st dung Mang so véi 66% nam gioi.

Bén canh nhiing thuan loi da c6 thi Viét Nam cling dang phai
d6i mat véi nhiéu thach thirc ddi voi an ninh qudc gia, trat tw an toan
xd hoi dén tur khong gian mang. Pac biét, trong ndm 2021 va dau
nam 2022, trude dién bién phurc tap cua tinh hinh dich bénh COVID-
19, moi hoat dong, tuong tac, quan h¢, giao dich cua toan xa héi chu
yéu thong qua méi trudng mang, kéo theo hoat dong str dung khong
gian mang dé thyc hién cac hanh vi vi pham phap luat ting manh.
V6i toe d6 phat trién va g dung cong nghé thong tin nhanh chong
nhu hién nay, tinh hinh an ninh mang cua Viét Nam sé& tiép tuc ¢o

nhiéu dién bién phtrc tap, toi pham mang tiép tuc gia ting, hoat dong
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rong khip trén moi linh vyc. Trong 6
thang dau nam 2022, B6 Cong an di
phat hién, xtr Iy 840 chuyén an, vu vi¢c
lién quan tdi pham Itra dao, chiém doat
tai san qua mang (tang 42% so voi 6
thang cudi nam 2021). Phu n@ bi anh
hudng nhiéu hon béi cac cude tin cong

mang.

Trudc tinh hinh trén, Cuc An
ninh mang va phong, chdng tdi pham
su dung nghé cao

(ANM&PCTPCNC) da tham muu véi

cong

bang, Nha nudc, B0 Cong an ban
hanh, trién khai thyc hién nhiéu chu
truong, chinh sach, phap luat va cac

giai phap kip thoi vé bao dam an ninh

Luwu y: T6i pham mang

phd bién nhat dbi véi

phu nir ¢6 thé gom:

- téng tién trén mang,
de doa,

- khiéu dam trén mang,

- dang va xuat ban noi
dung khiéu dam tuc
tiu,

- theo dbi,

- bét nat,

- phi béng,

- bién hinh va thiét lap

hd so gid mao.

mang, phong, chong t6i pham sir dung cong nghé cao, nhét 1 khan

truong xay dung, dé xuat ban hanh cac van ban huéng dan thi hanh

Luat An ninh mang, cac quy dinh vé bao vé dit liéu ca nhan, xu phat

vi pham hanh chinh trén Iinh vyc an ninh mang. Déng thoi tiép tuc

ra soat nhitng van dé méi dang dat ra trong cuéc Cach mang cong

nghiép 1an thtr tu dé dé xuat hoan thién hé théng chinh sach, phap

luat dam bao phu hop voi cac chuan muc quoc té, quyén cuia nguoi

dung, cling nhu cac cam két vé nhan quyén.
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Viéc chu dong, tich cuc tham gia cugc Cach mang cong
nghiép 1an thi tu va chuyén dbi sb qudc gia 1a yéu cau tit yéu khach
quan nhdm mang lai co hdi cho phat trién kinh té — x4 hoi, ddng thoi
giai quyét hiéu qua nhirng thach thirc vé an ninh qudc gia, trat tu an
toan xa hoi cua dat nude. Mic du phu nir ¢6 nguy co rui ro trén mang
chiém ty 1é cao, nhung diéu quan trong 13 phai dwa ra cac bién phap
bao vé phu hop dé dam bao rang phu nit khong bi bo lai phia sau

trong qua trinh phat trién nay.

Nhin nhan dung din nhitng nguy co, thach thirc tir khong
gian mang s& gitp ching ta chi dong bao vé quyén va loi ich hop

phép khi tham gia vao khong gian s, xa hoi so.
3. Cac can nhac ve gid¢i doi véi an ninh mang

Céac mdi de doa trén mang ngay cang trd nén phirc tap khi
cac cong nghé va tmg dung dugc str dung boi cac to chirc va nhan
vién cua ho da phat trién vuot bac. Trong bdi canh nay, cac tac nhan
de doa (nhitng ngudi c6 kha ning tai chinh cao hodc c6 nhu ciu can
thong tin cao) dang str dung cac cong cu tinh vi (vi du: Tri tu¢ nhan
tao — artificial intelligence) dé nham muc tiéu vao nhiéu loai thiét bi,
hé théng va tmg dung - nghia 1 bdi canh mdi de doa lién tyc thay
d6i. Sy phat trién nhanh chong nay vé ca cong nghé va phuong tién
dé phé hoai chiing khién cho cac mbi de doa méi kho bi phat hién va
ngin chin, do d6 khién cac tac nhan de doa khai thac 16 hong dé

dang hon va nguoi dan khoé duy tri an ninh hon.
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Céch thirc ma nam gidi va phu nir bi tan cong trén mang khéc

nhau trong linh vuc an ninh mang boi nhidu nguyén nhan va doi khi

rui ro mang ho trai nghiém cting khac nhau theo gidi. Theo mot

nghién ctru do UN Women thuc hién di cho thay:

Phu nit va tré em gai 1a ddi twong bi tan cong nhiéu hon
bai ngdn tir kich dong thu dich, bao luc trén co so gidi
tryc tuyén (OGBV) ciing nhu lam dung tinh duc truc
tuyén va mot s toi pham mang, doi khi bi ké thi hay déi
thu cua ho thyc hién quy trinh bao lyc mét cach cé hé
thdng dé lam mat uy tin va mat tiéng ndi cua ho.

Phu nir it c6 kha nang tiép can cac cong cu va tai nguyén
k¥ thuat s6 hon nam gi6i ciing nhu it c6 kha ning dugc
tuyén dung hoic dao tao trong cac linh vuc k¥ thuat, diéu
nay c6 thé han ché kha nang caa ho trong viéc trién khai
céac bién phap an toan va an ninh mang hiéu qua.

Phu nit ciing c6 thé gap kho khan hon khi tim kiém sy tro
gilp k¥ thuat hoac hd trg vé cac van d& an ninh mang vi
ho ¢6 thé phai d6i mat voi sy phan biét d6i xt hoac thién

Vi.

Nghién ctru vé cdc mdi quan ngai vé an ninh mang doi voi

phu nit va cac t6 chirc do phuy nit linh dao cho thay cac 16 hong an

ninh mang theo gigi chu yéu c6 kha niang bi anh hudng boi:
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Thiéu kién thirc k§ thuat sb va ky ning ky thuat: Phy nix
c6 thé khong c6 cung trinh do chuyén mén k§y thuat nhu ddi
tha cua ho do cac chuan muc phan biét dbi xir vé gisi, khién
ho dé& bi tan cdng mang hon nhu lira dao hoic phan mém doc
hai.

B0 vé vé mit phap ly chwa day da: Nhiéu qudc gia thiéu
khung phap 1y dap (ng gisi dé giai quyét bao lyc va quay réi
trén mang, khién phu nir khdng c6 quyén truy ciru thich déng
khi ho 1a muc tiéu tin cong.

Chuan muc xa hdi va vin héa: Phu nit ¢6 thé phai d6i mat
VGi CAC rao can vin héa va xa hoi trong viéc tiép can cong
nghé hoic phat biéu truc tuyén, diéu nay co thé han ché kha
ning tham gia vao cac cudc tranh luan céng khai va khién ho
dé bi tAn cong mang hon.

Phan biét d6i xir: Phu nit thuoc nhiéu nhém bi thiét thoi
(chang han nhu phu nit LGBTQ+, phu nir khuyét tat, phu nix
thudc cac nhdm tudi khac nhau hoic phu nit thugc cdc nhém
dan toc thiéu s hoic tén gi4o) co thé phai ddi mat voi sy
phan biét ddi xur phuc tap va dé b tén thuong trong linh virc
k¥ thuat so.

Vigc sir dung phan mém ciia bén thir ba hoic phan mém
khéng c6 gidy phép: Céc té chic c6 thé sir dung phan mém
hoac dich vu cua bén thi ba c¢é chtra 16 hdng bao mat ma ke

tan céng co thé khai thac, dac biét khi trinh d6 k¥ thuat sb va
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nhan thirc vé nhitng vin dé nay con thap. Biéu nay c6 thé 1am
t6n hai dén tinh bao mat cua dit liéu va hoat dong cua t6 chic.

f. Cac chinh sach va tha tuc xir ly vi pham khéng phu hep:
Cac t6 chire ¢6 thé thiéu cac chinh sach va thi tuc rd rang dé
giai quyét cac rai ro mang (va dic biét 1a cach thirc ma nam
gi6i va phu nir duge ddi xir hodc cu xir khac nhau) khién ho
dé b tan cdng hoac vi pham dix liéu.

g. Mot s6 chii thé phi nha nwéc chéng pha: Cac chu thé phi
nha nude nhu cac nhém cuc doan hoac mang ludi toi pham
c6 to chirc ¢6 thé sir dung céc 16 hong nay dé tan cong hoic

quay rdi trén mang nham vao phu nir.

Vin phong UN Women khu vic Chau A va Thai Binh Duong
da tién hanh nghién ctru vé cc rii ro an ninh mang theo gidi trén
khap Pong Nam A trong giai doan 2022-2023. Nhiing hanh dong de
doa nhat dugc x4c dinh boi nhitng nguoi tham gia nghién ctru 14 vi
pham dir liéu, phan mém gian diép va vi rat. Nghién ciru cho thiy
rang phu nit c¢6 thé 1a muc tiéu trong yéu cua cac cudc tan cong d6
vi ho c6 thé khong c6 quyén tiép can ti cac cong cu va ngudn luc/hé
thdng gitp ting cuong kha nang tu vé va phyc hoi thong tin va mang.
Trong khi céc ddi th ¢6 thé nhdm muc tiéu cu thé vao cac td chuc

ting ho binh dang gidi va quyén cua phu nif.
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Nghién ctru ciing cho thay ring nhin chung, cac nit lanh dao
& mot s6 O chirc x3 hoi ¢ thé c6 mire dd nhan thirc vé mdi de doa
an ninh mang cao, cho thay ho di ting trai nghiém vé nhiing rai ro
do céc su ¢d an ninh mang gay ra cho ca nhan hoac td churc cua ho.
Mic dii van cin cé cac sang kién ning cao nhén thirc, nhung nhiing
phat hién nay cho thiy can tap trung nhiéu hon vao cic cong cu va
ngudn lyc gitip phu nit va cac cong ty/to chirc cta ho ngin chin va
giam thiéu tac dong cla cac cudc tn cong mang va nhimg tac hai

ma ching gay ra.

Vi pham dir liéu do hack dir liu va cac hanh vi 4c y khéc
ciing ¢ thé gy ra nhiéu tac dong bét loi hon dbi voi phu nit vi diéu
nay co thé 1am tram trong thém van dé bao luc trén co s& gidi tryuc
tuyén (OGBV), chang han nhu viéc lan truyén hinh anh khiéu dam
va dir liéu c& nhan cta ho ma khong dugc phép, hay doxing (Thong
tin c4 nhan nay co thé bao gém tén, dia chi, sé dién thoai, thong tin
vé gia dinh, v.v. xdm pham quyén riéng tu, gy hai, hoic de doa

nguoi bi doxx.)

Trén co s& d6, UN Women Viét Nam d hop tac voi Hoi dong
Doanh nhén nir Viét Nam x4y dung mét cudn s6 tay nham dua ra cac
khuyén nghi cu thé cho phu nir Viét Nam nham tang cuong kha nang
phuc hdi mang va an ninh k¥ thuat s6 ciing nhu mé rong co hdi cho
phu nit tham gia van dong chinh sach dé dam bao rang cac luat va
khung chinh sach lién quan c6 tinh dén gi6i.
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4. Canh bio mot s6 xu thé tin cong man g trong thoi gian t6i.

Hién tai dang c6 mot s6 xu thé tan cong mang da, dang va sé

xay ra nhu sau:
4.1 Tin tic gia ting hoat dong tan cdng c6 chi dich

Tin tic gia ting hoat dong tin cong c6 chi dich (APT) nham
chiém quyén diéu khién; tin cong DDoS; tin cong bang mi doc,
nhat 1a ma doc téng tién nham vao cac hé théng thong tin trong yéu.
Muc tiéu tin cong la cac co quan, ban nganh, tap doan kinh té 16n,
trong yéu, nham danh cép dir liéu ca nhan, dir liéu khach hang,
thong tin tai liéu bi mat Nha nudce...Phu nit dac biét gdp rui ro khi
bi 10 ri dit liéu, vi dir liéu bi ro ri c6 thé duoc st dung dé tao didu
kién cho bao luc trén co s& gidi truc tuyén (OGBV) va quay rbi truc
tuyén, diéu nay c6 thé khién ho nan long va mét uy tin dé tiép tuc

cong viéc va tham gia cac hoat dong cong khai.
4.2 Chiém doat tai khoan

D6i khi nhirng ké tin cong khong mudn 1am gian doan hoat dong
binh thuong cua nan nhan ma thay vao do tim cach khai thac cac
hoat dong do dé thu loi tai chinh. Chung s€ thao ting dir li€u trong
qué trinh trao di giita hai bén hodc 1am gia mao dif liéu nam trén hé
thong ctia nan nhan. C6 hai hinh thirc phé bién 1a:

— Chiém quyén sir dung cac tai khoan mang x& hoi (Zalo,
Facebook, Tiktok...) dé tién hanh gui tin nhan hra dao cho
ban bé ngudi than nham chiém quyén tai khoan, lay cip
thong tin, chiém doat tai san, bdi nho danh du, tong tién...
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— Céc tng dung, quang céo tin dung den xuit hién trén cac
trang web, guri tran lan qua cac kénh thu dién ta rac, tin nhan
SMS, mang xa hoi Facebook, Telegram, Zalo. Nan nhan sé
bién thanh nhiing con no trong khi chinh nan nhén ciing
khong biét.

4.3 Tan cdng gia mao

Tén cong gia mao 12 hinh thirc tan cong mang ma ké tin cong
gia mao thanh mot don vi uy tin dé lira dao ngudi dung cung cip
thong tin ca nhan cho ching. C6 hai kiéu phd bién la:

—  Gia mao thuong hiéu cua céc T6 chirc (Ngan hang, co quan
nha nudc, cong ty tai chinh, chimg khoan...) dé gui SMS hra
dao cho nan nhan.

—  Gia mao cac trang web/blog chinh théng (giao dién, dia chi
tén mién/dudng dan,) tao uy tin lira nan nhan, thu thap théng
tin ca nhéan cua nguoi dan.

Phuong thirc tan cong nay thuong dugce tin tdc thuc hién
thong qua email va tin nhan. Ngudi ding khi mo email va click vao
duong link gia mao s& duoc yéu cau dang nhap. Néu “mic cau”, tin

tic s& co duoc thong tin ngay tirc khic.
4.4 Kiéu tin cong mao danh

Mot trong nhimng nguy co 16n nhit ma Internet tao ra la rat
dé dang dé mao danh nguoi khac. Trudce khi co Internet, tdi pham
khong d& dé mao danh mot ngan hang, cira hang va dé nghi moi
ngudi dua tién cho chung dé c6 duoc mot sé phan thudng hodc loi
ich. Gui thu va goi dién c6 thé tré thanh cong cu cua ké lura ddo,

nhung khong c6 cong cu truyén théng nao vira dé dang ma thuan loi
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nhu mao danh trén Internet. Chi can vai phut 1a ké pham tdi co thé
tao ra mgt website y nhu website cia mot ngan hang, mdt ctra hang
hodc mdt to chire chinh phu that, tham chi chung con tim dugc nhitng

tén mien gan giong voi tén mién cua website that.

Mot sé dién hinh cia dang tin cong nay 1a: Deceptive
phishing, Spear phishing, CEO Fraud, Pharming, Dropbox Phishing
va Google docs Phishing.

4.5 Tan cong pha huy dir liéu

Tan cong pha huy dir lidu 12 mot dang tan cong & mirc cao
hon nita, vi tin tic khong chi mudn lam té liét hé théng, ngat két ndi
hé théng ctia nan nhan, chiing con mubn phé huy dir li€u cua ho vi
mot 1y do nao d6 — vi du nhu nguoi dung tir chéi tra tién chude ma

chung yéu cau.

Phan mém ddc hai Wiper 1a mot dién hinh cua kiéu tan cong
nay. Nhiing thiét hai tai chinh c6 thé xay ra cho cac bén bi anh huong,
nhung muc tiéu chinh ctia n6 khong phai 14 1y cép tién hodc ban
thong tin cho t6i pham mang, ma 1a sy pha hiy. Diéu nay c6 nghia
1a trir khi nan nhan c6 cac ban sao luu, con khong thi khi da bi dinh
Wiper thi nan nhan s& mét quyén truy cip vao tat ca dir liéu va phan
mém da duoc luu trir trude do trén thiét bi bi tin cong.

4.6 Kiéu tan cong trom cip dir ligu

Nhiéu vu tn cong mang hudng dén dit liéu cua nan nhan, c6
thé 1 ca nhan, doanh nghié¢p hodc mat td chirc chinh phu. C6 2 dang
dién hinh cua kiéu tin cong nay: Trom cip dit liéu ca nhan va Trom

cép dir liéu doanh nghiép.
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T6i pham co thé s dung dir li¢u bi déanh cép tr ca nhan,

doanh nghi¢p cho mot s6 muc dich bat chinh:

Thuc hién cac giao dich chang khoan: Biét trudc thong tin
noi bo cua doanh nghiép s& cho ching nhiéu loi thé dé ling
doan thi trudng c6 phiéu, kiém loi nhuan phi phap.

Bén dix liéu cho cac dbi thu canh tranh vo dao duc: Toi pham
an cap thong tin quy trinh ban hang, tai liéu vé san pham,
dinh hudng thi truong twong lai hodc cac théng tin nhay cam
khac cd thé ban dit liéu d6 cho cac ddi thu canh tranh vé dao
dac.

RO ri dit liéu cho giéi truyén thong: Dir liéu nhay cam c6 thé
khién nan nhan xau hé va khién ¢ phiéu cua ho giam gia (cé
thé sau khi ban khdng mét sb ¢o phiéu).

RO ri dir liéu thuéc pham vi diéu chinh cua cac quy dinh vé
quyén riéng tu: Nan nhan cé thé bi phat tién.

An cap va sir dung tai san tri tué: Cac bén an cap ma nguon
cua phan mém may tinh c6 thé tranh phai tra phi cip phép
cho chi sé hitu hop phap caa phan mém.

4.7 Hoat ddng phat tan thdng tin xau, déc hai, thong tin

sai sy that trén khéng gian mang

Hoat dong nay tiép tuc tac dong dén moi mit cuia doi séng xa

hoi, xdm pham nghiém trong dén quyén, loi ich hop phap cua cac to

chuc, ca nhan. Noi dung sai I¢ch vé phu nir va thong tin sai 1éch la

van dé nghiém trong vi n6 gy ra sy cam ghét d61 vdi phu nit va cong

viéc cua hog, dong thoi cudi cung co6 thé khién ho va doanh nghiép

ctia ho gip rui ro. Trong thoi gian tdi, hoat dong nay sé tiép tuc gia
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tang, doi hoi ngudi ding nang cao canh giac, than trong khi tiép can
v6i nhitng thong tin trén khong gian mang, tranh tré thanh nan nhan
cua tin gia.

4.8 Tdi pham lira dao chiém doat tai san qua mang

T6i pham Lira dao chiém doat tai san qua mang c6 xu huéng
gia ting, dién bién ngay cang phirc tap v6i nhiéu phwong thirc, thu
doan tinh vi, c6 tinh chat xuyén quéc gia, giy thiét hai 16n va birc
xUc trong nhan dan. Phu nir c6 thé dic biét gap rui ro trude cac kiéu
tAn cong nay vi ho it co kha nang tim kiém/c6 xu hudng it tiép can
v6i kién thirc k¥ thuat s6 va dio tao an ninh mang hon so v6i nam

gidi. Mot so thu doan cua tin tac c6 thé ké dén nhu:

— Nhin tin, goi dién hoic thdng qua cac trang mang xa hoi dé
quang c&o, gigi thiéu viéc lam tai nha, tuyén gitp viéc theo
gio, tuyén ngudi giao hang,... nhung phai chuyén truéc mot
khoan tién phi nham lira dao, chiém doat s6 tién dat coc, moi
gi6i ban dau ma nguoi dan chuyén cho cac dbi tuong;

— Su dung c&c cudc goi dya trén giao thuc Mang (dich vu
VoIP) mao danh can bg trong cac co quan thuc thi phap luat
(Cong an, Vién Kiém sat, Toa an,...) goi dién thdng bao nan
nhan bi kién vi no tién hoic co lién quan dén vu an dang giai
quyét va yéu cau khai béo thong tin tai khoan, mat khau ngan
hang trén trang théng tin gia mao, tir d6 thu thap thdng tin,

chiém doat tién trong tai khoan caa nan nhan;
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— Thoéng qua hoat dong thwong mai dién tir, nhu: Tao lap cac
website, san giao dich, @ng dung kiém tién trén mang, gia
mao CAc trang quang cdo, rao ban cac mat hang truc tuyén
sau d6 chiém doat sb tién dat coc cua khach hang hoac
chuyén mit hang khdng dung gia tri thuc té nhu quang céo;
Gia mao ngudi nudc ngoai mua hang dé yéu cau ngudi ban
thuc hién “giao dich qudc té gia” nham danh cap théng tin,
tai khoan cua nguoi ban;

— Lira dao thdng qua hinh thuc kinh doanh da c4p hoic qua cac
san giao dich ao (san chung khoén, vang, ngoai t¢, bat dong
san) tu 1ap hodc dung ra lam d¢au mdi cho san giao dich nuéc
ngoai dé 16i kéo khach hang ma tai khoan giao dich dé chiém
doat tién dau tu;

— Thuyc hién hanh vi tin cdng mang, chiém quyén diéu khién
tai khoan mang x& hoi dé nhan tin kra dao dén danh sach ban
bé; gia mao thong tin, tai khoan, hop thu dién tur ctia cac cong
ty, doanh nghiép, sau d6 thay doi noi dung cac thu dién tu,
noi dung cac giao dich, hop dong thuong mai dé chiém doat
tai san; hoac gia mao cac trang thong tin dién tir, cac dich vu
truc tuyén nham lay cap thdng tin tai khoan cua khéach hang
dé rat tién.

4.9 Hoat dong t6 chirc danh bac bing tro choi truc tuyén
Hoat dong t6 chirc danh bac bang trd choi truc tuyén va danh
bac qua hinh thirc dat cugc tai chinh qua quyén chon nhi phan BO...
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Nguoi choi s€ chon cdp ngoai hdi, tién k¥ thuat s6 dé dat cuge du
doén cdp ti gia do tang hay giam trong mot don vi thoi gian; khi dat
cuoc théng, nguoi choi nhan veé 86 tién béng s6 tién cuge sau khi trir
di phi cia san (tir 5%-10% s tién cugc), néu thua, ngudi choi s& mat
toan bo tién da dit cuge. Nguoi choi cé thé dang ky lam dai 1y (hay
con goi 1a dau Line IB) cua san, kéu goi, 16i kéo ngudi choi méi tham
gia vao san theo mo hinh da cdp dé huong tién thuong, hoa hong.
bay thuc chit déu 13 hanh vi td chic danh bac va danh bac trén
khong gian mang, tiém an nguy co cao chiém doat tai san ciia nguoi

tham gia.

4.10 Hoat dong cho vay “tin dung den” trén khong gian mang
véi 13i suat cao
Hoat dong cho vay “tin dung den” trén khong gian mang voi
1i suat cao dé thu 10i bat chinh tiém an nhiéu nguy co de doa dén an
ninh trat tu tai nhiéu dia phuong trén ca nudc. Hién nay, trén khong
gian mang c6 khoang trén 200 tmg dung cho vay truc tuyén (thong
qua website, qua cac ing dung trén GooglePlay, AppStore).
4.11 Hoat dong vi pham phap luat trén linh vec thwong mai
dién tir
Hoat dong vi pham phap luat trén Iinh vuc thuong mai dién
tor tiép tuc dién bién phuec tap, cac ddi tuong s dung mang xa hoi,
san thuong mai dién tir dé rao ban hang gia, hang nhai, hang 1au, vii
khi, vat liéu nd, cong cu ho tro, chét gay nghién, giéy to gia; loi dung
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hoat dong thuong mai dién ttr dé thyc hién hanh vi lira dao, chiém

doat tai san, gay burc xtic trong xa hoi.

4.12 Sw bung né caa cac thiét bi thdng minh, tri tué¢ nhan tao
(Al

Su bung nd cta cac thiét bi thong minh, tri tué nhan tao (AI),
nhat 1a ung dung trén dién thoai thong minh s€ 1a mot mbi de doa an
ninh mang, trat tu an toan xa hoi, do nguoi ding cap qua nhiéu quyén
truy cap, ciing nhu cung cép thong tin ca nhan trén mang xa hoi, tmg
dung, v.v. dan dén tinh trang bi chiém doat, loi dung vi pham phép
luat. Dic biét, mdi de doa dén tir cac thiét bi IoT van 1a van dé 16n,
hién chua c6 giai phéap tong thé dam bao an toan, an ninh mang, bao
vé bi mat nha nudc cho céac thiét bj IoT, do d6 nhiéu vu 19, lot thong
tin c4 nhan nhay cam, riéng tu, v.v. da bi phat tan trén mang hoac
dugc truy cdp bai cic tac nhan khac ma khong cé sy dong y cua

nguoi dung.

Nhiéu béo céo cho thiy rang cac hé thong Al pho bién chira
thanh kién gidi c6 thé tai dién sy bat binh dang va cac chuan muyc
phan biét ddi xtr. Vi du, cac hé théng nhan dang khuén mat va giong
no6i da dugc phat hién 1a kém hon trong viéc nhan dang khuén mat
va giong ndi cua phy nit so véi nam gidi. Cac thuat toan trén mang
x3 hoi c6 thé gay bit loi cho phu nit va cac t6 chirc/cong ty clia phu
nir, vi du: nhitng nguoi lam viéc vé cac van dé stc khoe cua phu nir

(chang han nhu cho con bu) di trai qua tinh trang cim theo ddi vi
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ndi dung ho da dang dugc thuat toan Al phan loai la khi€éu dam, trong
khi thyc t& noi dung d6 bao gdm cac mé ta trung tinh vé co thé phy
nir. Hon nira, uéc tinh chi ¢6 28% luc lugng lao dong Al toan cau la
phu nif; trong khi nhén thirc vé cac van dé giéi trong Al ngdy cang
duogc nang cao, thi vai tro ldnh dao cua phu nit con thp trong linh
vuc nay dang lam cham tién trinh tao ra su thay ddi tich cuc. Mac
di, cac co quan chirc ning d3 canh bao vé nguy co bi chiém doat
thong tin, tai liéu, song nguoi dung lai chi quan, thiéu kién thic, v
thirc bao mat nén tao diéu kién thuén loi cho tin tic va cac ddi tuong
x4au tan cong, chiém doat, thu thap hinh anh, dir liéu ca nhan sir dung

vao muc dich bat chinh.
4.13 Panh ciap mat khau

T61 pham cé thé danh cép mat khéu theo nhiéu cach khac nhau.
Hai phuong phap phd bién bao gom:

—  Trom cép co so dir liéu mat khau: Toi pham st dung tai
khoan ctia nguoi dung c6 duoc tir 1 co so dir liéu bi danh
cép (c6 duoc khi vi pham hoidc dugc mua tir cac trang web
den) dé truy cap vao tai khoan nguoi ding tai mot to chic
khéc.

— Téan cbng lira dao x& hoi: 1a dang tan cdng phi ky thuat
nhim vao nguoi dung. Tin tic s& thuyét phuc nguoi ding
tiét 16 thong tin truy cap hoac cac thong tin ¢ gi tri cho
chung dé dat duoc 1 thir gi d6 rat hip dan, khai thac cac
diém yéu cé hitu ciia ngudi dung nhu ca tin, ngay tho, to
mo va long tham.
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Mot s6 ky thudt xa hoi ma tin tic thuong stir dung gém:
— Keé tan cdng c6 thé gia danh lam ngudi 6 vi tri cao hon
S0 V&i nan nhan dé ¢ duoc s tin tudng, tir d6 thuyét phuc
hodc danh lira nan nhan cung cap thang tin;
—  Ké tan cdng c6 thé mao danh 1a ngudi dwoc ay quyén caa
ngudi cO tham quyén dé yéu cau cac nhan vién tiét 16
thong tin vé ca nhan, hoic to chic;

K¢ tan cong c6 thé 1ap trang web gia cac trang web cua cac
to chuc dé danh lira nguoi dung cung cap cac thong tin cd nhan,

thong tin tai khodn, thé tin dung, v.v.
4.14 Tan cong hén hep

Mot cudc tin cong hon hop (Blended Attacks) thudng st dung
nhiéu phuong thirc 1ay nhiém. Vi du, mot cudc tan cong hdn hop c6
thé két hop cac phuong phép lay lan cua virus va worms dé lam ting
murc d0 nghiém trong cua thi¢t hai va tdc do lay lan. Sau Nimda thuc
su 1a mot vi du kinh dién cho cach thic tin cong nay: N6 st dung 4
phuong thirc sau:

—  Email: Khi nguoi ding ¢ 1 hé thdng c6 15 hong bao mat
m& mé 1 tép dinh kém (da bi nhiém) trén email, Nimda
lap tic khai thac 16 hong d6 dé hién thi trén trinh duyét
web cta nan nhan dé mo ra 1 trang html co ban dé
guri/nhan mail méi. Sau do, nod tim kiém toan bo dia chi
thu dién tir trén may nan nhan dé tiép tuc gui nhimng ban
sao cua no tdi cac dia chi ma no quét dugc.

— Windows Shares: Lgi dung tinh nang chia sé files cua
Windows, Nimda sau khi thdm nhap vao may nan nhan,
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s& tim kiém trén hosts nhiing file dugc chia s¢ va ding
NetBIOS nhu 1 co ché van chuyén Nimda dé lay nhidm
cho files. Néu ban mo file thi Bingo! Nimda dé chui trét
lot vao may cua ban.

Web Servers: Nimda sé quét cac may chu s dung IS
(Internet Information Service cua Microsoft) va tim kiém
16 héng bao mat da duoc phat hién nhung chua duoc va
15i. Néu tim thay 16 hong: Lap tac nd sao chép chinh né
Ién cac may chu web d6 va trén moi tép tin c6 thé lay
nhiém trén cac may chu dé. Phuong thic nay cuc Ky hiéu
qua, bai s& c6 nhiéu may khach tro dén may chu bi nhiém
dé lay thong tin (chang han, doc b4o mang, nhung trang
b4o mang d6 trudc d6 da bi nhiém Nimda), nén phuong
thire nay lay lan rat nhanh choéng.

— Web clients: Néu nan nhan sir dung 1 trinh duyét web c6

15i bao mat dé truy cap téi may chua bi nhiém virus néu
trén, thi may cta nan nhan s& bi lay nhiém ngay lap tac
(néu 15i bao mat trén thudc danh séch nhitng 15i ma Nimda
xéc dinh s& tan cong).

Luu y: Tom tit cac xu thé tAn cong mang

I e

Tin tac gia ting hoat dong tan cong cd chu dich.
Chiém doat tai khoan

Tan cdng gia mao

Tan cong mao danh

Tan cong pha hay dir liéu

Tan cong trom cap dix liéu
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10.

11.

12.

13.
14.

Hoat d6ng phat tan thong tin x4u, doc hai, théng tin sai su that
trén khong gian mang tiép tuc tac dong dén moi mit cua doi
séng xa hoi.

To6i pham lira dao chiém doat tai san qua mang.

Hoat dong t6 chirc danh bac bang trd choi tryc tuyén.

Hoat dong cho vay “tin dung den” trén khong gian mang Vvdi
|4i suét cao.

Hoat dong vi pham phép luat trén linh vyc thuong mai dién
tu.

Tan cong qua cac thiét bi théng minh, tri tué nhan tao (Al).
Dénh cap mat khau

T4n cong hdn hop

5. Nguyén Iy ciia viéc tin cong trén mdi trwong mang

Pé truy cip vao Mang, ngudi dung c6 thé dung nhiéu loai

thiét bi khac nhau nhu may tinh dé ban (desktop), may tinh xach tay

(laptop), may tinh bang, dién thoai thong minh (smartphone), v.v. co

két n61 Mang. Viéc vao cac trang web, tai va cai dat cac ung dung,

tham gia cdc mang xa hoi, v.v. tur cac loai thi€t bi noi trén hau nhu

khong co sai biét dang ké. Do d6 trong cudn s6 tay nay ching toi

khong dé cap cu thé dén loai thiét bi ma nguoi dung sir dung, chi goi

chung 14 thiét bi.
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Dé tan cong vao thiét bi cua nguoi dung, tin tic (hacker)
thuong khai thac 16 héng bao mat hoac diém yéu trong hé théng, tao
thanh cac mdi de doa hodc cac cudc tn cong. M&bi de doa la bat ky
hanh dong nao c6 thé gay hu hai dén cdc tai san hay tai nguyén hé
théng nhu phﬁn cung, phﬁn mém, co s& dit liéu, dit liéu, v.v. Chung
ta khong thé triét tidu dugc hét cac mdi de doa vi d6 1a yéu t6 khach
quan, nhung c6 thé giam thiéu cac 16 hong bao mat ton tai trong hé

thdng, qua d6 giam thiéu kha ning bi khai thac dé thuc hién tin cong.

Céc cudc tin cong qua mang thudng cb gang gay ton hai hodc
gianh quyén kiém soat hay quyén truy nhap vao cac tai liéu va hé
thdng quan trong trong mang may tinh ctia doanh nghiép hoic ca

nhan.
5.1. Lé hong bio mat

L3 hong bao mat c6 thé xuat hién trén phan cing va phan
mém cta hé thong, trén thyc té trong s6 cac 16 hong bao mat duoc
phat hién hon 95% 1a cac 16 hong bao mat trong hé diéu hanh va cac
phan mém tng dung. Cac dang 16 hong bao mat thuong gip trong hé

di€u hanh va cac phan mém g dung bao gom:

— Ldi tran bo dém (Buffer overflow);
—  Ldi khong kiém tra diu vao (Unvalidated input);

— Céc van dé véi kiém soéat truy cap (Access-control problems);
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—  Cac diém yéu trong xéc thuc, trao quyén hozc cac hé mat ma
(Weaknesses in  authentication,  authorization, or
cryptographic practices); va

—  Céc 16 hong bao mat khac.

Ngoai khai thac 16 héng bao mat trén hé théng thiét bi cua
nguoi dung, tin tic con su dung mdt s6 cach tin cong phi k¥ thuat
dua trén nhirng diém yéu cb hitu ctia ngudi ding dé tao nén nhing
cudc tin cong. Sau day, chung ta s& tim hiéu mot s6 dang tan cong

thuong gap.
5.2. Cdc dang tin cong thwong gap

T4n cong qua mang 1a van dé phd bién va thuong xuyén dugc
cac bén truyén thong dai chung dua tin. V& van dé gidi, mot rai ro
dang ké @6 1a vi pham dir liéu cua céc tap chi y khoa, vi du: tai mot
qudc gia & Nam M, noi pha thai 13 bat hop phap trir khi can thiét vé
mit y té (tuy nhién vin con bi ky thi), hd so bénh nhan di bi ro ri
(bao gdm ca dir liéu pha thai y té) va phu nir bi xac dinh va nhim
muc tiéu voi sy cam ghét.

Pa phan cac cudc tan cong qua mang duoc dé cap nay déu
anh huong t6i hang nghin, néu khong mudn néi 1a hang triéu ngudi.
Céc cudc tan cong qua mang thuong nham vao cic nén tang mang

xa hoi, website luu trit dir liéu ca nhan.
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Dudi day 1a mot s6 cudc tan cong qua mang va trd thanh xu

huéng trong vai nam tro lai day’:

— CNA Financial: Céng ty bao hiém CNA di gip phai mot
cudc tin cdng bang ma doc téng tién vao Thang Ba 2021
khién cac nhan vién khong thé truy nhap cac hé théng va tai
nguyén ndi bo. Tin tic ciing danh cap dir liéu quy gia va theo
béo c4o, CNA Financial da phai chi tra mot khoan dan xép tri
gia 40 triéu USD.

— Colonial Pipeline: Vao ngay 07/05/2021, khi Céng ty
Colonial Pipeline bi xdm nhap, toan bo moi hoat dong déu bi
ngung lai dé dbi pho véi cudc tan cong. Bé khdi phuc hé théng
may tinh diing cho viéc quan ly cac dudng dng dan dau xuyén
sudt déng nam Hoa Ky, Colonial Pipeline d phai tra cho tin
tic 6 tien chudc 1a 75 bitcoin (twong duong voi 4,4 triéu USD
vao thoi diém do6). Cudc tin cong qua mang nay la cudc tan
cong 16n nhét trong lich sir Hoa Ky nham t6i ha ting dau khi.

— Tién do: Vao Thang Ba va Thang Tu 2022, ba giao thtic cho
vay khac nhau déu bi tan cdng qua mang. Trong khoang thoi

gian mat tuan, tin tic da danh cap sé tién ao tri gia 15,6 triéu

L https://www.microsoft.com/en/security/business/security-101/what-is-

a-cyberattack)
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USD tir Inverse Finance, 625 triéu USD tir Ronin Network
(nén tang chd trong vao trd choi) va 3,6 triéu USD tir Ola

Finance.

Sau ddy chung t6i xin trinh bay mot sd dang tin cong phd
bién.
a. Tin cong vao mdt khiu

Tan cong vao mat khau (Password attack) 1a dang tan cong
dién hinh nham danh cip va chiém doat tai khoan ctia ngudi ding dé
lam dung. Kiéu tan cong niy di co6 tir 1au, c6 nhidu dang bién tuéng

va van thuong xuyén cd nhicu ngudi bi mac bay.
Co 3 dang tan cong mat khau pho bién:

— Brute Force Attack (tan cong do mat khau): tin tac sir dung
mot céng cu manh mg, c6 kha ning thir nhiéu username va
password cung lic (tr d& dén kho) cho t6i khi dang nhap
thanh coéng. VD: dit mat khau don gian nhu 123456,
password123, daylamatkhau, v.v rat d& bj tan céng brute
force.

— Dictionary Attack (tin cong tir dién): 1a mot bién thé cua
Brute Force Attack, tuy nhién tin tac nhim vao céc tir ¢ nghia
thay vi thir tat ca moi kha nang. Nhidu ngudi ding c6 xu
huéng dat mat khau 1a nhiing tir don gian VD: motconvit,
iloveyou. Pay 1a Iy do khién Dictionary Attack c6 ti 1¢ thanh
cong cao hon.
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— Key Logger Attack (tin cong Key Logger): Tan cong Key
Logger nguy hiém hon 2 cach tin cong trén, do viéc dat mat
khau phuc tap khong gitip ich gi trong trudng hop nay. Dé tan
cong, tin tic can phai st dung mot ma doc (malware) dinh
kém vao may tinh (hoic dién thoai) nan nhan, phan mém dé
sé ghi lai tat ca nhitng Ky te ma nan nhan nhap vao may tinh

va guri vé cho tin tic. Phan mém nay dugc goi la Key Logger.

Mat khau yéu Mat khau manh
Vidu 123456789 Anh@1325
Tp-1@8/5™M
Ly do Chi gom céc tr|CO6 chix hoa, chix
hoac cac so thuong, so va cac ky

D2 dang bi 15 higu dac biet

Dang tan cong | Tan cong tirdién | Tan cong Key Logger
Tan cong truc tiép | T4n cong truc tiép

Trén day chi 1a cac dang tin cong mat khau truc tiép. Kiéu
tan cong nay thuong duoc phat tan qua cac phan mém khong co ban
quyén, phan mém gia mao, hodc lay nhidm qua cac tép tin 1dy ma bé

khoa phan mém (kengen) trén Mang.
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Theo théng ké cua BKAV cudi nam 2022, trong nam loai ma dgc phé
bién thi ma ddc danh cap mat khau va tai khoan PasswordStealer c6 mirc
d6 anh hudng nhé hon véi hon nira tridu méy tinh, nhung lai nguy hiém
khi xuyén thing co ché bao mat hai 16p hién nay. Tin tic dung cookies
danh ca‘ip duoc dé dang nhap tai khoan va thyc hién hang loat thao tac
nhu d6i s dién thoai, email khoi phuc, dat mat khéu mdi, dang Xuét ra
khoi cac thiét bi khac nham chiém tai khoan; c6 t6i 15.000 bién thé cua
ma doc nay xuét hién & Viét Nam, danh cép va chiém doat nhiéu tai

khoan Facebook, Gmail, tai khoan ngan hang, vi dién t... cia nan nhan.

Tin tic co thé tan cong gian tiép thong qua viéc lira dao ngudi
dung tu cung cap mat khau (Tan cong gid mao Phishing), tiém
nhiém ma doc, tan cong vao co s& dit liéu — kho luu trlt mat khau

nguoi dung cua cac dich vu.
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b. Tdn cong bang mi doc (Malware)

Tin cong bang mid doc
(Malicious code attack) 13 dang tan
cong s dung cac ma doc (Malware)
lam cong cu dé tin cong vao hé thong
thiét bi ciia nan nhan. Tin tic c6 thé
khai thac nhing 18 hong bao mat, hoic
nguy trang dudi dang tép dinh kem
email hodc chuong trinh tin cay, lura
nguoi dung tai, cai dat va chay cac ma
doc nhu cac phan mém quang céo
(Adwave), phin mém gian diép
(Spyware), céac loai ma doc nhu virus,
worm, trojan, spyware, rootkit,

ransomware, dé tao di€u kién cho tin

tac dot nhap vao may tinh/mang may tinh.

Mot s6 dang tin cong

phd bién:

- Téan cong vao mat
khau

- Tén cong biang ma
doc (Malware)

- Tén cong tir chéi dich
vu va tAn cong tir chdi
dich vy phan tan

- Tén cong kiéu nguoi
dang gitra

- Tén cong st dung cac
k¥ thuat xa héi

- Tén cong APT

- Tén cong Pharming

Trong qua trinh sir dung Mang, nhiing thao tic sau c6 thé

khién ban bi nhiém ma doc:

— Truy cap cac trang web doc hai, tai tro choi, file nhac nhiém

mi doc, cai dat thanh céng cu/phan mém tir nha cung cap la,

mo tép dinh kem email doc hai hoac céac dir liéu tai xuéng

khong duoc quét boi phan mém bao mat.
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—  Tai nham céc tng dung doc hai nguy trang dudi dang céc tng
dung hop phap, cac thong b&o canh béo khi cai dat (g dung,
dic biét khi tng dung yéu cau quyén truy cap email hoic
théng tin ca nhan.

— Tai tng dung & cac ngudn khong dang tin cay.

— Vb tinh cai dat cac phan mém bd sung di kém véi tng dung
chira ma doc.

— Khéng st dung cac chuong trinh bao mat ciing 14 1y do khién

ma doc xam nhap dé dang hon.
c. Tdn cong tir chéi dich vu va tin céng tir choi dich vu phén tin

Tan cong tir chdi dich vu (Denial of Service — DoS) 13 dang
tAn cong nham ngin chin ngudi dung hop phéap truy cdp cac tai
nguyén mang. Kiéu tan cong nay thudng nham vao cac may chu cia
cac cong ty, doanh nghiép nham lam dich vy ngimg hoat dong, giam

hiéu ning hé thong hoic nghén bang thong duong truyén mang.

Tén cong tir chdi dich vu phan tan (Distributed Denial of
Service — DDoS) 1a mét loai tan cong DoS dac biét, nhdm muc tiéu
vao cic website va may chi, ¢ ging lam can kiét tai nguyén cua
tmg dung, va gy gian doan cac dich vu mang. Diém khac biét chinh
gitta DDoS va DoS 1a pham vi tin cong: trong khi s6 luong may
tham gia tin cong DoS thudng twong ddi nho, chi gdm mat s6 it may
tai mot, hodc mot sd it dia diém, thi s6 lugng may tham gia tan cong

DDoS thudng rat 16n, c6 thé 1én dén hang ngan, hodc hang trim ngan
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méy. Pong thoi, cac may tham gia tan cong DDoS c6 thé dén tir rat
nhiéu vi tri dia 1y khéc nhau, phan tan trén toan cau. Do vay, viéc
phong chdng tin céng DDoS gip nhiéu khé khin hon so voi viée
phong chéng tin cong DoS. Vi du: hang trim ctra s6 bat 1én, quang
c4o va ké ca website bi gip su ¢b déu c6 thé gop phan tao nén cude

tAn cong DDoS trén may cha bi xdm pham.

Céc cudc tan cong DDoS 1a mot vai trong sd cac mdi de doa
trén mang phé bién nhat hién nay, ching c6 pham vi myc tiéu rong,
hudng t6i moi loai nganh va cong ty thude moi quy mo trén toan cau.
Mic du khong c6 cach nao dé phat hién dugc cude tan cong DDoS,
van c6 mot vai ddu hién cho thdy mang Mang ctia doanh nghiép ban

dang bi tan cong:

—  Luu lugng truy cap web caa doanh nghiép tang 1én dot bién,
c6 vé nhu khong dén tir dau va xut phat tir cing mot dia chi
hoac dai IP.

— Mang hoat dong tré nén cham va bat thuong.

— Céc dich vu trén mang Mang cua doanh nghiép khéng phuc
vy, hodc dap tng cham nhiing yéu cdu ma nguoi dung guri

dén.
d. Tén cong kiéu ngwoi dirng giira
Tan cong kiéu ngudi ding gitta (Man in the middle attack —

MITM) 1a hiéu don gian la mot loai tan cong mang ma tin tac s

dimg gitta nguodi dung va tng dung. Tin tdc s€ chan va kiém soat

44



toan bd qua trinh giao tiép giira hai bén dé ngudi dung tin ring ho
van dang truc tiép lién lac v&i nhau. Myc dich chinh cta dang tin
cong nay 1a danh cap thong tin, tin tic s& nim bat hét moi thong tin
trao ddi ké ca nhing théng tin nhay cam nhu s tai khoan, sé thé tin
dung, hodc thong tin nhay cam khac trong cac trng dung tro chuyén
va giao dich...dé danh cdp danh tinh, chuyén tién hay gay ra cac vu
lira ddo va lay dugc nhitng thong tin ¢ thé str dung dé téng tién va

boi nhg mot nguoi.

man-in-the-middle

Server i
atacker Client

Hinh 3.M6 hinh kiéu tin cong nguoi dung giira
Nguoi dung cac ing dung doanh nghi¢p SaaS, trang web
thuwong mai dién ti,... chinh 1a muc ti€u cia cac vu tn cong dang
nay. Kiéu tan cong MITM pho bién nhat hién nay 1a Man in the

Browser, tin tic sé& tip trung vao viéc 1dy nhiém trinh duyét va cai
nhirng ma doc vao thiét bi cua nan nhan dé danh c?ip thong tin.
Du6i day 14 vi du dién hinh vé tdn cong MITM ma ban nén
biét:
— Ung dung di dpng ciia Equifax: Nam 2017, MITM tin c6ng

Equifax, hau qua dé lai 1a thdng tin caa 150 triéu nguoi My bi
45



ro ri. Qua vu viéc nay, nguoi dung da phat hién ra ng dung
dién thoai cta cong ty khdng phai ltc nao cling dung HTTPS.
Day chinh 14 15 hong dé tin tic in cip dir liéu mot cach don
gian va nhanh chong.

— Tdn cdng phan mém qudng céo Superfish Visual Search:
Niam 2015, méy tinh Lenovo di ra mit phan mém quang céo
c6 tén la Superfish Visual Search. Phan mém nay chén quang
c40 mic dinh nén ngudi diung dé bi tin cong MITM. Vao
thang 2 nam 2015, ban phat hanh cap nhat cua
Microsoft Windows Defender da loai bo 16 hong nay.

e. Tan cong sir dung cdc ky thudt xa hji

Tan cong st dung cac k¥ thuat xa hoi (Social engineering
attack) 1a dang tan cong phi k¥ thuat nham vao ngudi ding. Dang
tAn cong nay sur dung cac hinh thirc thao ting hanh vi con ngudi thay
vi tép trung khai thac cac 15 hong bao mat cua thiét bi. Qua do, tin
tac ¢ thé dat dugce cac muc dich cua minh nhu xam nhédp vao hé
thong, truy cap thong tin quan trong,... ma khong can phai thyc hién
nhimg k¥ thuat tAn cong qua phc tap.

Tan cong phi k¥ thuat khong gidi han hinh thirc, phuong
thirc, nan nhan va thii pham. Bat ky ai déu c6 thé 13 t6i pham va bat
ky ai déu c6 thé 1a nan nhan. Chinh vi vay ban can phai nang cao

canh giac va dé y tur cac chi tiet nhé nhat.
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Bét ky mot chuyén gia bao mat nao ciing déu cho rang con
nguoi chinh 13 diém yéu nhét cta hé thong bao mat boi con ngudi ¢6
nhiéu cam xuc va nhitng cam xtc d6 khong thé kiém soat duoc nhu
nhimg hé thong may moc. Ban co thé xay dung mot hé thong phong
tha kién cd véi rat nhiéu hang rao, khoa ctra, camera an ninh,.. nhung
lai mat dé phong véi mot ngudi ban mdi quen hodc mét tho ky thuat
stra chira d0 gia dung. S& ra sao néu nhu ho chinh 1a tén t6i pham gia
mao? Ban hoan toan khong kiém soat duogc nhiing rui ro ma tén toi
pham do dem t&i. Trur khi ban canh gidc véi hanh vi va thoi quen su
dung cac nén tang truyén thong xa hoi, sir dung Mang va cic tng
dung cong nghé truc tuyén, ddng thoi nhan thirc dugc cac rii ro lién

quan dén mang. Céc cach duy nhét 1a:
- Biét cac hinh thirc tin cong mang khac nhau,
- Nhan thtc dugce céc to1 pham truc myén do x4 hoi tao ra,

- Nhén thtrc dugc nhiing rui ro va tac hai ma tdi pham mang
s€ gay ra cho ban, gia dinh ban, cong ty va td chirc cua ban.

- Biét cach thire, ai, & dau co thé gitp ban ngan chan, bdo vé
va phuc hdi khoi cac cude thn cong va ton hai trén mang.

Céc tam 1y hanh vi dugc to1 pham Social Engineering khai
thac thuong la khia canh vé nghia vu dao duc, long tin, de doa, tinh

tham lam, thi€u hiéu biét, to mo, tu man,...
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C6 rat nhiéu hinh thirc khac nhau cta kiéu tdn cong nay,
nhung c6 thé diém qua mot sé k¥ thuat xa hoi ma tin tic thuong sir

dung nhu:

— Phishing Ia hinh thtc Social Engineering phé bién nhat ma
tin tic tao ra cac email/trang web mao danh cac cong ty, t6
chic (ngan hang, bo cong thuong,..)/trang mang X4 hoi noi
tiéng (Facebook, Twitter,...) hodc ung dung dé nguoi ding
nhap thong tin can thiét, thuc hién cac lénh chuyén tién...:

— Baiting: Pay 1a hinh thirc tin cdng phi k¥ thuat thuong xay ra
gitra nhitng nguoi ¢6 mbi lién hé x& hoi, nguoi quen. Khi c6
duoc sy tin nhiém caa nan nhan, tin tic tién hanh giri/muon
usb hozc céc thiét bi cdng nghé c6 chira ma doc khién nguoi
ding sir dung thiét bi 6 dé dang nhap vao hé thong cong ty;

— Vishing: Vishing Ia hinh thic hra dao mao danh thdng qua
dién thoai. Trong hinh thirc nay, tin tic goi dién cho déi tuong
tan cong, dong gia lam mot thuc thé uy tin dé chiém doat long
tin. Bang cach d6, ngudi bi ra s& khdng may may nghi ngo
va cung cip cho ching cac théng tin nhay cam nhu sd tai
khoan ngan hang, mat khau quan trong... Phién ban méi nhat
cua dang ltra dao nay la &p dung cdng nghé Deepfake. Cong
nghé nay cé thé bét chude cac dic diém nhu khudn mit hoic
giong ndi bang Al ma toi pham c6 thé s dung dé hra dao
ngudi than hoic dong nghiép cua mot ngudi bang cach dong
gia ho.
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— Piggybacking: 1a hinh thac Social Engineering ma tin tac lra
ngudi co tham quyén dé dot nhap vao cong ty. Trong hinh
thac nay, tin tic dong gia la nhan vién chinh thac/nguoi
than/tho stra chira/ngudi c6 thim quyén, yéu cau thdng tin
quan trong hoic cac thong tin can thiét dé xam nhap hé thdng,
gin cac thiét bi theo ddi hoic truc tiép tin cong hé
théng/chiém doat tai san.

— Nghe trgm/camera dan: Trong mot vai trudng hop, ké xau cé
thé nghe trom cudc goi, cudc sdng sinh hoat hang ngay bang
cach cai trom céc thiét bi tinh vi nhu camera hay micro an vao
dbi tuong bi theo ddi. Toi pham cd thé nham muc tiéu cu thé
1a phu nit dé ghi lai cac cudc thao luan hodc hinh anh/video
than mat va st dung ching ma khéng co sy dong y.

—  Pop-up window: Véi hinh thirc nay, hacker tao ra cac cira so
Pop-up hién Ién may tinh Kra nguoi ding bam vao link, doi
hudng trang web, yéu cau ngudi ding nhap thdng tin ca nhan
hozc tai phan mém chira ma doc.

Khi bi tin cong Social Engineering, ban c¢6 thé gip phai mot
s6 hau qua nghiém trong nhu:

— Mt di#ligu: Céc thdng tin vé hop dong kinh té, hop dong vay
vén, chién lugc kinh doanh, marketing, tham chi 1a bang
lwong... déu la nhitng thdng tin hét sic nhay cam va c6 thé

anh hudng dén toan bo cong ty. Pon gian hon, cac dir liéu vé
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cdng viéc ban mét bao nhiéu cong suc dé soan c6 thé bi lay
Cip va x0a hét. ..

Mat niém tin x& hai: Khi bi tan céng phi k¥ thuat, thong tin
noi b cua mot té chic bi 16 ra ngoai co thé gay hoang mang
du luan. Doanh nghiép (ngan hang, bao hiém,...) nim céc
théng tin c& nhan quan trong cua khach hang, khi doanh
nghiép bi tan cong co thé dan dén thong tin ca nhan khéach
hang bi 16, khach hang s& khong con niém tin ddi véi doanh
nghiép. Hoac ban 1a mot ca nhan, ban cd thé bi 16 nhiing hinh
anh nhay cam, riéng tu, gdy mat hinh tuong, ...

Mdt quyén riéng twr: Bi lay thong tin ca nhan nhu dia chi, s6
dién thoai, thoi quen sinh hoat,...dan ti nhiéu hé luy phién
toai. Nhiéu nguoi phan nan vi ho lién tuc nhan duoc cac cudc
goi dién thoai “moi chao” cho vay tin dung, bao hiém,...tham
chi mot vai ngudi bi theo ddi va tan cong.

That thoat tai chinh: Céc tai khoan ngan hang c6 thé bi rat
tién truc tiép; Cac don hang/tién co thé bi ¢b tinh gui nham
sang dia chi ma toi pham mang xac dinh tur trudc. ..

Hoat déng kinh doanh bi dnh hwéng: Néu b tin cdng manh
vao may chii website hoic may chu hé théng mang, hé thong
rat c6 thé bi danh sap, website cua cong ty, to chirc ¢ thé bi

treo (tam ngung hoat dong dich vu).
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f. Tdn cong APT

APT 1a tan cong c6 chu dich huéng muc tiéu vao mang hoac
cac may tinh riéng 1¢. Khac vdi tan cong dai tra tap trung vao céc
may tinh ¢4 nhan dugc bdo vé kém nhat, tan cong chu dich tim kiém

co hoi xam nhap vao mot h¢ thong xac dinh bat ké muc do bao vé.

T4n cong cha dich vao doanh nghiép hau hét thuong duoc
thuc hién theo dat hang cta d6i thu canh tranh hodc tir ¢4 nhan c6

kha niang kiém tién tir thong tin 1y duoc.

Khi thyc hién tin cong chu dich, nhiing tin tac st dung moi
phuong tién nhu ma doc dugc thiét ké cho muc dich cu thé, tin cong
vao cac mdy chi web va co sé ha ting mang, k¥ nghé xa hoi, noi
gian.... APT la loai tin cong phirc tap, trinh d cao va dai dang véi
muc dich chiém quyén kiém soat h¢ thong trong thoi gian lau nhat
c6 thé. APT thuong dugc thuc hién trén céc ddi tuong dugc bao vé
t6t, khi nhitng phuong phap don gian khong c6 hiéu qua hoic dé 1am
10 tin tac.

g. Tdn cong Pharming

T4n cong Pharming 1a mot k¥ thuat ma tin tic sir dung dé tan
cong may tinh ca nhan hoic cac may chu. Cu thé, chung s& hudng
nguoi ding dén cac trang web gia mao dé danh cip thong tin ca nhan
nhu: s6 thé tin dung, s6 tai khoan ngan hang hay mat khau tai khoan,

v.v ctia ho. C6 hai dang tan cong pharming:
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(1) Ké tin cong thuong sir dung sdu, vi rat hodc cac mi doc
cai dat vao hé théng nan nhan dé kiém soat trinh duyét cua nguoi
dung; va

(2) Ké tin cong ciing c6 thé tan cong vao hé thdng phan giai
tén mién dé thay ddi két qua truy van: thay thé dia chi IP ciia website

hop phép thanh dia chi IP cua website doc hai.

Hinh 4 minh hoa ctra s6 trinh duyét ctia nguoi dung bi tin
cong dang (1), khi nguoi dung nhap dia chi trang Google.com va go
Enter, thi trinh duy¢t lai tai va nap trang adventureinsecurity.com.
Trong truong hop nay, trinh duyét ciia nan nhan da bi cai dat trinh
cam (plug-in hodc add-on) doc hai c6 kha nang kiém soat trinh duyét.

/f Google - Windows Internet Explorer |
i

e
@ ¥ IQ_‘ http:/fadventuresinsecurity,com/ :J *2 X ]7”‘: e

| Ele Edt Vew Favorites Tools Help - 1
[Goge[3- st WP - @unas [P - s |

W & @ Google I I |ﬂ} - B - e v

= |
1

Web |mages Maps News Shopping Gmail more v

Google

{
!

1

English
[ ]
Google Search I'm Feeling Lucky | Langusge Toola |

i

Hinh 4.T4n cong cudp trinh duyét Pharming dang 1

Hinh 5 minh hoa cac budc tin cong cua dang (2), trong d6 ké
tan cong xam nhdp vao may chi DNS chinh stra dia chi IP caa

website hop phap thanh dja chi IP cua webserver ctia chung. Két qua
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1a trinh duyét ngudi ding bi chuyén hudng yéu cau tai website cua
ké tAn cong. Ngudi dung nan nhan tham chi khong hé phat hién ra
dau hiéu bat thuong hay nguy hiém nao. Hau nhu khong c6 phan

mém bao v¢ nao cd thé xur Iy duoc loai tan cong nay.

@@‘

Attacker Fake Website
www.nicebank.com
DNS Server 4 Webslte
(Local or ISP) www.nicebank.com

User

Hinh 5.M6 phong cic budc tin cong ctia Pharming dang 2

IV. Phong chdng nguy co

Khong co giai phap xir Iy va khic phuc xur ¢ sau vi pham
nao c6 thé mang lai muc do bao vé tdt béng viéc ngan chan va phong
ngura vi pham dung cach. Phong ngira khong chi gitp ban khoi phuc
t6t hon ma con gitip dam béao rang ban co thé phat hién ra bi tan cong
som nhét ¢ thé. Néu khong ¢ sy phong ngira thich hop, ban thim

chi c6 thé khong xac dinh duogc ri‘mg ban d3 bj tin cong, chtr chua
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no6i dén kha ndng ngan chan dugc cudc tan cong cé thé toi bat ky luc

nao.

1. Xac dinh nguy co

Dé phong chéng nguy co, | Luu y: Xde dinh nguy

ching ta can nam dwogc nhirng cach | €0°

thirc co ban dé tin tic ¢6 thé lay nhiém | - Lay nhidm tr cac
nhitng ma doc vao trong hé théng thiét thiét bi lwu trir di
bi ctia nan nhan. dong

1.1. Lay nhiém tir cdc thiét bj lyu o | - Lay nhiém  qua
di dong email hodc uUng

P L o dung chat trén
Nhi€u sau may tinh phat tan
o | mangxahoi
bang cach lay nhiém qua céac thiét bi .
N R ; - Lay nhiém ma ddc
luu trr di dong nhu 6 USB, céc dia
, o . . g macro trén Office
cung di dong, hodc qua cac thiét bi ]
) o . .. | - Ma doc dugc gan
cong ngh¢. Ma doc co thé ty dong cai . A
keém trén phan mém

khac

dat khi ban két ndi thiét bi bi nhiém voi
thiét bi cua ban.
- Truy cap vao cac

Pé tranh loai lay nhiém nay, trang web khong an

ban can: \
. toan

—  Than trong véi moi thiét bi luu
trir di dong khdng phai cua ban. Chang han néu ty dung lai
nhat dugc 1 USB nao do, ban khdng nén thir USB do trén
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nhing thiét bi c6 dit liéu guan trong cua ban. Poi khi, tin tac
s& ¢b ¥ dé cac USB bi nhiém vao nhiing khu vuc phé bién va
néu ai d6 cam ldy va cam vao thiét bj caa ho, thi da bi mic
bay.

— Ban nén thyuc hién quét virus thiét bi luu trir di dong bat ky

ngay trude khi ¢6 y dinh st dung no.
1.2. Lay nhiém qua email hoic irng dung chat trén mang xa hji

Khi da lay nhiém vao may nan nhan, virus c6 thé tu tim ra
danh sach cac dia chi thu dién tir sin co trén may va n6 tu dong gui
di hang loat thu c6 nhiém virus cho nhiing dia chi trong danh sach
d6. Néu chii nhan ctia nhitng may nhan dugc thu ¢6 chta virus ma
ko phat hién ra, tiép tuc dé lay nhiém vao may, thi virus lai tiép tuc
tim danh sach dia chi va gui di theo cach thuc ¢ trén. Chinh vi vay
ma s6 luong phat tan co thé ting theo cip sé nhan khién cho trong 1
thoi gian ngin c6 dén hang triéu may tinh bi 1ay nhiém, co thé lam
té liét nhiéu co quan trén thé gidi chi trong thoi gian ngan. Cach lay
nhiém nay con dugc tai hién trén cac tmg dung chat trén cdc mang

xa hdi nhu Facebook Messenger, Zalo...
C6 3 phuong thirc 1ay nhiém qua thu dién tir hodc ing dung
chat bao gdm:

— LAy nhiém vao cic file dinh kém theo thuw di¢n tir (attached
mail). May tinh ciia nguoi ding s& khong bi nhiém virus cho

t¢i khi file dinh kém bi nhiém virus duoc kich hoat (do dic
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diém nay cac virus thuong duoc "trd hinh" boi cac tiéu dé hip
dan nhu sex, thé thao hay quang c4o ban phan mém véi gia
vO cung reé).

Lay nhiém do mé 1 lién két trong thw di¢n tir. Cac lién két
trong thu dién tir c6 thé din dén 1 trang web duoc cai sin
virus, cach nay thuong khai thac cac 16 hdng cua trinh
duyét va hé diéu hanh. Hay ndi cach khac, néu ma mat lién
két trong thu dién tir thi thiét bi c6 thé bi lay nhiém virus.
Lay nhiém ngay khi mé dé xem thw dién tir (Zero-
click): Hinh thirc tan cong nay vo ciing nguy hiém vi n6 khong
y&u cau bat cir hanh vi nhap chudt hodc twong tac nao ctia nan
nhan dé hoat dong, ciing khong can lira dao hozc thuyét phuc
ngudi ding nhap vao bét ky lién két hay tép tin nao, chi can
mé thu dién tor thi da tu dong bi 18y nhiém ma khdng hé cé
mot dau hiéu canh bao nao. Kiéu tan cong nay thuong khai
thac céc 16 hong trong hé thdng. Trén thuc té thi cac tng dung
email va nhan tin truc tuyén nhu iMessage cua Apple 1a dich

ngam cua tin tac dé thuc hién kiéu tin cong nay.

1.3. Lay nhiém ma dgc macro trén Office

Bo phﬁn mém Office 12 mot b cong cu van phong dugc dung

v6 cung pho bién, vi thé tin tdc da lya chon 1a cong cu dé gai ma doc

lam ban dap dé ching dua nhiing phén mém doc hai vao hodc thuc

hién tin cong thiét bi cua ban.
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Mot tha thuat phé bién cua toi pham mang la gt thong bao
cho ban réng ban sép bi tinh phi mét dich vy nao dé6 ma ban chua
ting dang ky. Khi ban lién hé véi ho dé thong bao rang ban yéu cau
huy dich vy, ho s€ yéu cAu ban tai xuéng mot t€p Excel ho cung cép
va dién mot s6 chi tiét. Néu ban tai xudng va mo tép, thi tép Excel

s€ hién thi canh bao nhu sau:

! | Canh bao Bao mat Mot s6 ndi dung hién hoat da bi tit. Bam dé biét thém chi tiét. Bat NG6i dung

Hinh 6.Vi du mot thong bao Itra dao cua tin tac trén Excel

Truong hop nay ban khong nén chon “Bat Noi dung”, néu

khong ma doc macro s& dugc kich hoat va tan cong thiét bi ciia ban.
1.4. Ma déc dwoc gin kém trén phan mém khdc

Mot sb ma doc co thé duoc cai dat cung luc véi cac chuong
trinh khac ma ban tai xuéng. Vi du nhu mét s6 thanh cong cu hodc
chuong trinh hién thi quang cao mdi khi ban duyét web. Thong
thudng ban co thé chon khong sir dung hoic khong cai dat nhing
mg dung bd sung nay bang cach bo chon hop kiém trong qué trinh
cai dat, tuy nhién néu khi cai dat ban khong dé y thi rat c6 thé bi méc
phai 16i nay.

1.5. Truy cdp vao cdc trang web khong an toan

Khi truy cap vao cac trang web khong c6 do tin cay cao, dong
nghia véi viée nguodi dung chap nhan rui ro 1a sé c6 kha nang bi cac
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ma doc lay nhiém sang may tinh cua ban. P6 1a do ma ddc lgi dung
nhitng 15 hong bao mat trong trinh duyét web dé 1ay nhidm sang thiét

bi cua ban.
2. Phong ngira @ mirc d§ ca nhan ngudoi dung

bé phong ngura dicu nay & mic d6 cd nhan nguoi dung,

chung t6i c6 dua ra mét vai khuyén nghi nhu sau:
2.1. Bdo vé bang mat khiu

Mat khau 1 phong tuyén dau tién chdng lai hanh vi truy nhap
trai phép vao cac tai khoan, thiét bi va dix liéu truc tuyén. Mat khau

cang manh thi cang tdng kha nang bdo v¢ tai san cua nguoi dung.
Cach t01 uwu dé bao vé mat khau:

— St dung mat khau manh trén moi thiét bi va tai khoan.

— Ludn hoai nghi véi cac lién két va tép dinh kem.

— Che gidy to, man hinh thiét bi va ban phim dé ngin ké xau
danh cap mat khau bang cach nhin Ién qua vai cua déi tugng.

— Tréanh truy nhap vao dit liéu ca nhan va tai chinh bang WiFi
cdng cong.

— Cai dat phan mém chéng vi-rt va chuong trinh chéng phan

mém c6 hai trén moi thiét bi.
Hay lam theo cac hudng dan sau dé tao mat khau manbh:

— St dung téi thiéu tir 8 dén 12 ky tu.
— St dung t6 hop céc chit cai, s6 va ky hiéu.
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— St dung téi thiéu mot chit hoa.

— S dung mat khau khac nhau cho ting tai khoan.

C6 mot s trang web hd tro cho ngudi ding cach tao ra nhitng

mat  khau

theo

mong muon, vi du nhu trang

https://passwordsgenerator.net/ c6 giao dién nhu hinh dudi day:

(,‘7§ > ~
%S Trinh tao Mat khau Ngau nhién

D6 dai Mat khau:

Dung Ky hiéu:

Diing Sé:

Ding cac Ky ty viét Thuong:
Diing cac Ky tu viét Hoa:

Loai trir cac Ky tw Gidng nhau:

Loai trir cac Ky tw Nhdp nhang:

Tao Trén May clia Ban:
Chon tu dong:
Lwu Cai dat cla Toi:

Dé dang T&i Cai dat cta Tai:

Mat khiu Méi ciia Ban:

Ghi nhé mat khau cla ban:

vi du @#$% )

vi du 123456 )

vi duy abcdefgh )

vi du ABCDEFGH )
vidui,l,1,L,0,0,0)

(10" = 5022

(
(
(
(
(
(
( KHONG tao trén dam may )

(

tw dong chon mét khau )
(lwu toan b cai dat trén vao cookie )

URL dé tai cai dat ctia toi 1én cac may tinh khac

Tao Mat khau

Mt khdu méi cla ban s& xudt hién tai day.

Ghi nhé mat khau clia ban nhé cac chir cai dau clia méi tir trong cau nay.

Hinh 7.Giao dién trang web hd tro tao mat khau ngau nhién

2.2. Xac minh hai buoc

Du da dat mat khau manh cho mdi tai khoan 1a khac nhau,

ban van c6 nguy co bi mat mat khau nay khi truyén qua mang khong
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day cong cong khong an toan, chiang han nhu khi & mot quan ca phé

Mang.

Dé tu bao vé minh, ban c6 thé st dung ché do x4c minh hai
budc (hay chung thuc hai 16p, bao mat hai 16p), c6 nghia la ngoai
mat khau, ban cdn mot thong tin khac dé diang nhap vao website hay
dich vu. Piéu nay s& khién cho ké gian gip kho khin hon trong viéc

truy cp tai khoan ctia ban ngay ca khi da biét dugc mat khau.

Tinh ning nay thuong dugc cac bén dich vu cung cip sén,
ban chi can thiét 1ap ca nhan hoa dé sir dung. Vi du nhu cac ngan
hang thudng dé nghi khach hang thiét 1ap tinh nang xac thyc hai 16p
cho céc tai khoan Smart Banking, Google ciing cung cap dich vu xéac

thuc 2 16p cho tai khoan Gmail.
C6 3 lua chon loai xac minh 2 budc:

1. Dung ma xéac minh bang cac ung dung xac thuc nhu
Google Authenticator hoac Duo Mobile.

2. Dung tin nhin vian ban (SMS) dé nhan ma xac minh.

3. Dung khoa bao mat vat ly. Véi phuong thirc nay nguoi
ding phai trang bi thém 1 thiét bi khoa nhu Yubico,
Yubikey, Google Titan...
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Hinh 8.Khoa bao méat cho tinh nang xac minh hai buéc

2.3. Ding cdc phin mém Antivirus

(4]
9
Khda béo mat
Yubikey 5
44,590,000

Gu Cong N...
(174)

o

N\
Khda béo mat
Yubico.

41,690,000
Gu Cong N.

Phan mém diét virus (Anti-virus) 1a mot giai phap bao mat

dugc cung cap bdi cac cong ty ddm bao an ninh mang. N6 1a mot

cong cu chay trén cac thiét bi co tinh nang tu dong phat hién, loai bo

cac virus may tinh, ma doc chay trong thiét bi. N6 ngan nguoi ding

truy cap céc trang web c6 kha nang lay nhiém virus, ma ddc vao may

tinh hoac ngan khong cho m¢ céc email c6 chira cac ma doc dugce

dinh kém v6i1 chung. Ngoai ra, phan mém diét virus con co6 thé khac

phuc (mot phan hodc hoan toan) hiu qué cua virus gay ra va c6 kha

nang dugc nang cap d€ nhan biét cac loai virus trong tuong lai.
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Phan mém antivirus thudng hoat dong theo nguyén 1y nhu

Sau:

— Céc cbng ty xay dung phan mém nay bién soan mot co sé dit
liéu vé céc loai virus va ma doc da biét va day phan mém cach
phét hién, gan co va loai bo ching.

— Khi cac tép, chuong trinh va ung dung chay vao va ra khoi
may tinh cua ban, phan mém antivirus s& so sanh chlng véi
co s& dir liéu cua nd dé tim cac két qua phu hop. Cac két qua
tuong tu hodc gidng hét véi co so dit liéu s& bi cd 1ap, quét va

loai bo.

Phong ngira:

- Bao vé béng mat khau

- Xé&c minh hai bude

- Dung cic phan mém Antivirus

- Dung tuong lua (Firewall)
Quan trong 14 thay doi hanh vi st dung mang internet va luén co

nguyén tac trong viéc sir dung mang cho cd nhan va cong ty mdt cach

an toan nhit va theo quy trinh bao mat ctia cong ty/td chirc.
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— Ban c6 thé dat céac tiy chinh —
o . _ Lwu y: Mac du phan mém
dé phan mém s¢ thyc hién . L
chong vi-rat rat quan trong,
chay tu dong thuong xuyén , P
) nhung chung c6 the gay lo
hoac cé thé quét thu cong N N .
. ngai vé quyén riéng tu va
tép, thu muc hoac phan dir N o
_ diéu quan trong la phai lya
liéu nao do tuy theo y cua \ N o,
chon phan mém médt cach
ban. . C oo
' o . can than. Mot s6 phan mém
— Mot s6 phan mem diét vi- o
. co thé ban dir liéu cua ban
rut s€ yéu cau su cho phép o o
cho cac tac nhan bén thir ba,
cua ban trudc khi "don dep” L A
o giai ma luu lugng truy cap
mot tép dé loai bo ma daoc. o o
; ) web dugc ma hoa, cai dat
Neéu ban thich céch tiep can ) . )
. | cac chuong trinh khong
don gian hon, ban co thé Lo s

. L mong muon va mdt so phan
diéu chinh cai dat dé phan N L ,
. mém cé thé duogc s dung
mém tu dong xda cac tép L .
cho muc dich gian diép. Mot
doc hai. £ X ~ £ R
s0 chuong trinh ciing c6 thé

Trén thi trudng co6 rat nhiéu dugc khoi chay dé thuc su
loai phan mém digt virus, mién phi | thy thap dit lidu cho tin tic
hay tra phi, trong nu6c hodc ngoai | va ké thu. Cac chuong trinh
nuéc déu co. Hau hét cac phdn | chéng vi-rat mién phi c6 xu

mém chong vi-rit déu thyc hién | huéng rui ro hon.

cac chuc nang giong nhau, vi vay
viéc lya chon gitra nhan hi€u nay va nhan hiéu khac hoan toan tuy
thudgc vao kha nang chi phi cia moi nguoi. Nhi€u chua han 1a tot,
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nhung nén cai dit it nhat mot phan mém diét virus trén thiét bi cua

minh.

Mot Gmg dung Antivirus duoc tich hop sin trong tit ca Hé
diéu hanh Windows tinh tir Windows 7, d6 1a san pham Windows
Security. Uu diém ctia phin mém nay 14 c¢6 sin theo b cai cua Hé
diéu hanh Windows va cling déng thoi ty dong duoc cap nhat theo
yéu ciu ctia hang Microsoft nén ciing rat tién sir dung. Tuy nhién néu
ngudi dung cai dit thém mot tng dung chdng virus khac, thi phan
mém nay mac du van & trén thiét bi, nhung s€ tu dong tat di ché do
chay méac dinh.

Huéng dan chi tiét vé st dung tmg dung Windows Security
dugc trinh bay trong phan Phy luc cta S6 tay nay.

2.4. Dung twong lira (Firewall)

Tudng lira 1a mot hé thdng ngan chin truy cap trai phép vao
mang. Tuong lira Firewall hoat dong gidng nhu mot ngudi gitt cong
& 16i vao mang, kiém tra nhan dang ctia tat ca nhirg ngudi cd ging
truy cap vao. Moi nd Iyc truy cap trai phép déu bi chan ty dong.

Trude khi ban ¢6 thé hiéu chinh xac 1y do tai sao tudng lira
quan trong, trudc tién ban can hiéu cach thirc dir liéu duoc gui gitra
cac may tinh.

Vi du khi ban gui email mdt tai li¢u dén cac déng nghiép.

May tinh ctia ban chia tai liéu thanh cac phan nho goi 13 cac goi, sau
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do6 gui ting goi tai lidu toi may tinh dong nghiép cua ban. Toan bd
qué trinh c6 thé hoan thanh chi trong vai gidy.

Tuy nhién khong phai lic nao quy trinh nay cling dugc thuc
hién mdt cach hoan hao. Céc gobi co thé bi hong hoac mét trong qua

trinh chuyén, hodc c6 thé bi tin tic chan va stra doi.

Su xuét hién cua tuong Itra nhu tao thém mot 16p bao vé quan
trong vao co ché truyén di liéu. Tudng lira ndm giira may tinh cua
ban va Mang, kiém tra moi géi tin di qua. Bét ky goi tin nao bi lam
gia, dén tir mot ngudn trai phép hoic khong nhan dang duoc thi s&
bi chan ty dong.

Ngoai ra, tuong lira con giam sat tat ca dir liéu vao/ra, ngin
chdn tin tdc xam nhap vao mdy tinh hodc céc thiét bi két ndi Mang

khac cua ban.

Hinh 9.Tinh nang Firewall
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Tudng lira khong gidng nhu phin mém Antivirus, né khong
kiém tra xem cac géi dit liéu dén c6 chira ma doc hay khong? Nhung
no6 s€ tu dong chan nhitng luu lugong mang dang ngd hoac ngan chan
cac ung dung thuc hién giao tiép khong mong mudn thong qua cong

Mang.

Tuong Itra duoc st dung cho ca doanh nghiép va cé nhan.
Céc t6 chuc hién dai két hop chung vao hé thong SIEM (security
information and event management) cing voi cac thiét bi an ninh
mang khac. Viéc van hanh hé¢ théng SIEM ¢ doanh nghiép can phai

c6 d6i ngii ¢6 trinh d0 CNTT méi thyc hién dugc.
3. Phong ngira & mirc d§ cong ty, doanh nghiép

Niam 2019, Bo Thong tin va Truyén thong da phat hanh Tai
liéu huéng dan trién khai Hoat dong giam sat An toan thong tin trong
co quan, to chirc nha nudc,? trong tai liéu c6 huéng dan rat chi tiét
cac ndi dung gdm: Hudng dan phuong an trién khai hoat dong giam
st an toan thong tin; thiét 1ap, quan 1y van hanh hé thong giam sat
an toan h¢ thdng thong tin; thué dich vu gidm sat an toan thong tin

va hudng dan két ndi véi hé thdng k¥ thuat ctia Trung tim Gidm sat

2 https://mic.gov.vn/Upload Moi/VanBan/2973-CATTTT.pdf

66


https://mic.gov.vn/Upload_Moi/VanBan/2973-CATTTT.pdf

an toan khong gian mang quoc gia. Boi voi cac to chuc, doanh

nghiép thi ddy 1a mot tai liéu hay va rat chi tiét dang dé tham khao.

Duéi day 1a mot s6 khuyén céo can thuc hién véoi cac doanh

nghiép, t6 chirc nhu sau:
3.1. Can cé ngwoi phu trach an ninh théng tin

Cong ty, t6 chirc ndo ciing can phai c6 ngudi thuc hién nhiém
vu nay. D6 c6 thé chinh 1a mot 1anh dao cua cong ty, hodc c¢6 thé 1a
mot nhan vién khac nhung viée ndy can duge cong khai rd rang. Ban
c6 thé tuyén dung ngudi quan tri CNTT dé giam sat moi van dé vé
hé thong mang trong doanh nghiép, nhung néu khong tim dugc ai c¢6
da kha nang va du tin tudng thi nén thué dich vu ctia mot don vi
chuyén nghiép. Pon vi nay s€ trg giip cho doanh nghiép ban tuy
theo mirc d6 yéu cau, c6 thé chi 1a bén hd trg bo phan CNTT ndi bo
giam sat cac mang va hé théng ctia doanh nghiép, tu van dau tu mot
hé théng an ninh mang dang tin cay, hoac thuc hién dugc cac hoat
dong dam bao an toan thong tin can thiét nhu dinh ky cai dt cac ban
véa bdo mat, thuong xuyén ra soat va phat hién nhirng 16i bao mat c6
thé xay ra va dua ra nhimng tu van hoic hanh dong can thiét ngay khi
phat hién ra nhitng cudc tin céng nham vao doanh nghiép cta ban.
3.2. Nhitng méi de dpa ni by

Céc bién phap dam bao an toan thong tin, an ninh mang
thudng tap trung vao cac méi de doa bén ngoai to chic hon 13 méi

de doa tir nhirng ca nhan khong dang tin cdy ¢ bén trong. Cac mdi
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de doa ndi b hién c6 xu hudng ngay cang phure tap va gia ting murc
d6 anh huéng dén nhiéu nganh nghé, linh vyc khac nhau. Theo sb
ligu cua Béo cdo Mdi de doa ndi bo nam 2020%, 68% t6 chirc cho
réng hé théng ctia ho dé& bj tan cong badi yéu t6 ndi bo, 63% t6 chirc
cho ring ngudi ding CNTT khi duoc trao dic quyén s& gay ra rii ro

bao mat 16n nhat dén cac to chuec.

C6 thé thay, nhan sy nodi bo dic biét nguy hiém vi khong
gidng nhu nhimg ngudi bén ngoai cin xam nhap vao to chirc, ho
thudng cb quyén truy cap hop phap vao hé théng mang va may tinh
ma ho can dé thuc hién cong viéc hang ngay. Néu viéc uy quyén nay
bi lam dung hodc bi loi dung dé gay hai cho hé thong CNTT ciia co
quan, td chirc, hau qua co thé rat nghiém trong, anh hudng dén uy

tin va chi phi khic phuc ctia co quan.

bé giam thi€u cac nguy co mat an toan, an ninh thong tin lién

quan dén nhan sy ndi bd, mot sé bién phap co thé thyuc thi nhu:

- Xéc dinh va bdo v¢ cdc tai san quan trong: nhiing tai san
nay bao gém so d6 thiét ké hé théng CNTT, co sé vat chét, dir liéu,
g dung va con ngudi. Can hinh thanh sy hiéu biét toan dién vé cac

tai san quan trong cta hé théng CNTT tai co quan, t6 chirc ciing nhu

3 Holger Schulze, Insider Threat Report 2020, Cybersecurity Insider,
2020
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dat ra nhitng cau hoi: Chung ta s¢ hitu nhiing tai sdn quan trong nao?
Mirc d6 wu tién hodc quan tim ciia chiing ta d6i véi tai san d6 1a gi?
Chung ta hiéu gi vé trang thai hién tai cua ting tai san? Tir d6 xép
hang cac tai san theo thr tu vu ti€n va xac dinh tinh trang hién tai
cua tung tai san can bao vé. Cac tai san c6 mirc do uu tién cao nhét
phai dugc bao v¢ & muc cao nhét khoi cac mdi de doa dén tir nodi bo.

- Thye thi cac chinh sach: xac dinh cu thé cac chinh sach, quy
dinh, quy ché cua doanh nghiép, td chirc 6 thé trién khai, thyuc thi
va tranh gy hiéu nham. Moi ngudi dung ciing nhu nhan sy van hanh,
quan tri phai quen thudc voi cac thu tuc bao mat, quy ché, quy dinh
ctia phap luét ciing nhu hiéu vé cac quyén, trach nhiém va nghia vu
cua ho ddi vai cong viéc hi¢n tai.

- Thuc day thay d6i van hoa: dam bao an ninh, bao mat khong
chi vé giai phap k¥ thuat, quy dinh, quy ché ma con vé thai do va
niém tin. D& chdng lai sy ciu tha va giai quyét cac tac nhan giy ra
hanh vi x4u, can co giai phap ddo tao, gido duc phit hop cic nhan su
ndi bd vé cac van dé bao mat, hinh thanh thoi quen lam viéc dam bao
an toan, an ninh va bao mat thong tin, cling nhur nhirng budc can thuc

hién khi xay ra vi pham dir li¢u.
3.3. Quy dinh vdi nguoi lao dong

Mot s6 quy tic dé cap sau ddy co thé tham khao dé dua vao
trong s tay nhan vién hodc quy dinh dbi voi nguoi lao dong cua

doanh nghiép, t6 chuc:
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Nhan vién cta cong ty dugc ky vong stir dung cong nghé mot
céch co trach nhiém, phi hop va hiéu qua khi can thiét dé
thuc hién trach nhiém nghé nghiép cua ho.

Viéc sir dung cac thiét bi cua cong ty, ciing nhu truy cap
Mang va email caa cong ty, do céng ty cung cap cho nhan
vién, la danh cho cac hoat dong lién quan dén cong viéc. Viéc
st dung cho muc dich ca nhan ¢ muc téi thiéu duoc chap
nhan véi diéu kién 1a viéc nhan vién sir dung nhu vay khdng
vi pham bét ky quy tic nao khac dugc md ta trong tai liéu
nay va khéng can tré cng viéc cua ho.

MJdi nhan vién chiu trach nhiém ddi véi bat ky phan cang va
phan mém may tinh nao do cong ty cung cap cho ho, bao
gom ca viéc bao vé cac muc dé khoi trom cip, mat mat hoic
hu hong.

Mai nhan vién chiu trach nhiém vé tai khoan cua minh do
cong ty cung cap, bao gom ca viéc bao vé quyén truy cap vao
tai khoan.

Nghiém cam nhan vién chia sé bat ky tai san nao do cong ty
cung cap duoc sir dung dé xac thuc (mat khau, thiét bi xac
thuc phan cing, ma PIN, v.v.) va chiu trach nhiém bao vé
cac tai san do.

Nhan vién c6 trach nhiém dam bao rang phan mém bao mat
dang chay trén tat ca cac thiét bi do cong ty cung cap. Nhan

vién khong dwoc g& bo hoic tit cac hé thong bao mat do va
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phai thdng bao ngay cho bo phan CNTT cua cong ty néu nghi
ngd rang bat ky phan nao cua hé théng bao mat c6 thé bi xam
pham, khéng hoat dong hoac truc trac.

Nhan vién cé trach nhiém dam bao rang phan mém bao mat
luén dwoc cap nhat. Tt ca céc thiét bi do cong ty trang bi
déu bat tinh nang Ty dong cap nhat; nhan vién khong duoc
tit tinh nang nay.

Nhan vién c6 trach nhiém cap nhat thiét bi caa ho véi cac ban
vé 15i hé diéu hanh, trinh diéu khién va tng dung méi nhat
khi nha cung cap phét hanh cac ban va I3i do.

Thuc hién bat ky hoat dong bat hop phép nao cho du hanh vi
lién quan c6 phai la trong toi, toi nhe hoac vi pham luat dan
su hay khong thi déu bi nghiém cam.

Caéc tai liéu c6 ban quyén thugc vé bat ky bén nao khong phai
1a cong ty thi nhan vién khong duoc luu trit hodc truyén tai
ma khong duoc cong nhan bang van ban cua chii s¢ hiru ban
quyén. Tai liéu ma cong ty da cap phép co6 thé duoc truyén
tai theo sy cho phép cua cac gidy phép lién quan.

Nghiém cam giri hang loat email khong mong muén (thu
rac).

Nghiém cam viéc st dung cac ngudn lyc cua cong ty dé thuc
hién bat ky nhiém vu nao khdng phu hop véi st ménh caa
cong ty — ngay ca khi nhiém vu d6 khong trai phap luat.

Piéu nay bao gom, nhung khéng gidi han, viéc truy cap hoic
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truyé‘:n tai liéu khiéu dam, thé tuc, ngén tur kich dong thu dich,
tai liéu phi bang, tai liéu phan biét ddi xa, hinh anh hoic mé
ta bao luc, de doa, bat nat trén mang, tai liéu lién quan dén
hack, tai liéu bi danh cap, v.v.

Quy tic trén khdng ap dung cho nhitng nhan vién cé cong
viéc doi hoi phai lam viéc vai tai liéu d6, va chi ap dung trong
pham vi can thiét hop 1y dé ho thuc hién nhiém vy cdng viéc
cta minh. Vi du: nhan vién chiu trach nhiém dinh cau hinh
bo loc email cua cong ty c6 thé gui email cho nhau ma khéng
vi pham quy tac trudc d6 vé viéc thém vao cau hinh bo loc
c4c thuat ngir khac nhau lién quan dén ngon tir kich dong tho
dich va tho tuc.

Tat ca viéc sir dung Wi-Fi cong cong véi céc thiét bi cua cong
ty phai tuan thu chinh sach Wi-Fi cong cong cua cong ty.
Nhan vién phai sao luu may tinh cta ho bang céach sir dung
hé thong sao luu ctia cong ty nhu da thao luan trong chinh
sach sao luu cua cong ty.

Nhan vién khong dugc sao chép hoic sao Iuu dir ligu tir thiét
bi cua cong ty vao may tinh ca nhan va/hoac thiét bi luu trix
cua ho.

Bat ky va tat ca mat khau cho bat ky va tat ca cac hé thong
duoc str dung trong cdng viéc cua nhan vién phai 1a duy nhat
va khong duoc str dung lai trén bat ky hé théng nao khéc. Tat

ca cac mat khau phai 1a mat khau manh.
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— Dit liéu c6 thé dugc mang ra khoi vin phong chi vi muc dich
kinh doanh va phai duogc ma hoa truéce khi x6a. Quy tic nay
&p dung cho du dit liéu nam trén 6 ctng, SSD, CD/DVD, 6
USB hay trén bét ky phwong tién nao khéc hoic duogc truyén
qua Mang. Bat ky va tit ca dit liéu nhu vay phai duoc tra lai
cho vin phong (hodc huy theo quyét dinh riéng cua cong ty)
ngay sau khi hoan tat viéc sir dung tir xa hoic sau khi nhan
vién chiam dut viéc 1am, tiy theo thoi diém nao dén sém hon.
— Trong truong hop xay ra vi pham hoac sy kién an ninh mang
khac hoic bat ky tham hoa tu nhién hoic nhan tao nao, khdng
nhan vién nao ngoai ngudi phat ngén dugc chi dinh chinh
thirc ciia cong ty cd thé thay mit cong ty phét biéu trude gioi

truyén thong.
3.4. St dung dich vu An ninh mang ciia doanh nghiép/cong ty

Khi doanh nghiép cin nhic dén viéc tu xay dung hé théng
An ninh mang cua minh hay theo phuong an thué dich vu giam sat

an toan thong tin thi can xem xét mot s6 van dé sau:

Vé uu diém: Chi phi ban dau dé trién khai hé thong khong
16m; tan dung dugc doi ngli chuyén gia chuyén nghiép co6 trinh do
cao cia doanh nghiép; duoc hd tro viéc giam sat 24/7/365; dé dang
mé rong hay thay d6i cong nghé giam sat theo kha ning cung cép
dich vu cta doanh nghiép va khong mat nhiéu thoi gian nhu hinh

thirc trién khai dau tu hé thong.
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Vé han ché: Hi€u qua cua hoat dong giam sat phu thudc hoan
toan vao nang lyc cua bén cung cap dich vy; thong tin giam sat co
thé can guri vé hé thong gidm sat cua bén cung cap dich vu tiém an

nguy co 16 lot dit liéu ctia hé théng ra bén ngoai.

Do d6, doanh nghiép cin cir vao yéu cau thuc té ciia minh dé
xac dinh pham vi cung cép dich vy, yéu clu cling nhu trach nhiém
ctia mdi bén.

Viéc c6 don vi gidm sat s€ gidm bt ganh nang cép nhat phén
mém, tién hanh dao tao, nang cao nhan thirc cho nhan vién ciing nhu
trong trudng hop mot cudc tn cong ransomware xay ra hoic mang
ctia doanh nghiép gip su ¢, ho c6 thé giam thoi gian chét bang cach
nhanh chéng khoéi phuc dir 1iéu do sir dung cac ban sao luu thuong

xuyén va an toan.

Mot sb dia chi tin cay tai Viét Nam cung cép dich vu an ninh

mang chung t6i dé trong phan Phu luc cta S6 tay nay.

V. Phat hién nguy co

Viéc phat hién ra nguy co & mdi 1an bi tdn cong 1a mot phép
thir tot cho hé théng an toan an ninh ma ban di xay dung. Vi nguoi
dung cé nhan, néu hé théng phong vé hoat dong tdt, ban s& duge canh
bao sém nhét c6 thé nhu ngay khi két ndi thiét bi la vao may tinh,
hodc khi ban dinh tai mot tép tin trén mang vé may tinh. Véi cac

doanh nghiép thi d6 1a viéc hé thong duy tri hoat dong tdt, ludn nhan
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duogc canh bao va cap nhat, v 151 nhitng 16 hong hé thong tir phong

giam sat an ninh ctia don vi hay tir bén cung cap dich vu giam sat.

Tuy nhién, bat chdp nhitng nd luc dé bao vé hé thong may
tinh va dit liéu, ban van co thé bi tdn cong mang. Mot s6 du hiéu

cho thay hé théng ciia ban dang gip van d& c6 thé biéu hién nhu sau:
1. Ma dc tong tién

Ma dgc 1a loai virus ma héa dugc Bo Tu phap Hoa ky xem
1a mo hinh hién dai ctia toi pham mang vdi nguy co gy ton thuong
hé théng mang toan ciu ciing nhu anh huéng dén nén kinh té thé
gioi.

Khi Ransomeware 1ay nhiém vao mdy tinh, né s& ma hoa va
ngin chin nguoi ding truy cép vao dir liéu binh thuong trén 6 dia,
dé khoéi phuc hoat dong binh thuong trg lai thi nan nhan phai tra tién

cho tin tic dé doi 1dy mat khau dé khoi phuyc lai dir liéu cua ho.

Co ché hoat dong ciia Ransomware 1a tai moi thoi diém khi
n6 hoat dong trén may tinh cua nan nhan, thi cic tép dir li¢u s€ bi nod
ma hoa thanh mét dinh dang c6 dudi khac nhau, khién cho nguoi
ding tén nhiéu coéng stc dé xac dinh xem dang bi dinh loai

Ransomeware nao.
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Hinh 10.Dit liéu bi ma hoéa khi méy tinh bi nhiém Ransomware

Nguoi dung thudng s& nhan duoc thong bao tong tién caa tin
tic rang phai tra tién chudc cho bon ching thong qua bitcoin hodc

mot sO loai tién a0 nao do.

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key,

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them,

Press 'View' to view the list of files that have been encrypted.

Press Next’ for the next page.

Hinh 11.Théng béo tng tién cia tin tic trén thiét bi nhiém Ransomeware
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Khi c6 mgt may tinh c6 thong bio dang nay thi kha nang cao
1a nhidu may tinh khac trong hé thng ciing bi tinh trang twong ty.
Ransomware c6 thé 1ay lan sang cic may khac hodc ma héa céc tép
tin dung trong trong mang cua t6 chirc. Trong mét s trudng hop, né
c6 thé 14y lan qua cac ranh gidi to chirc dé 1ay nhidm vao chudi cung
ung, khach hang va cac t6 chire khac, tao nén chudi tin cong cua tin

tac.
2. Tan cong pha hoai dir liéu

Bén canh hinh thirc phé biénla téng tién, thi c6 mot xu hudng

khéc dang tang cao 1a nham dén viéc pha hoai dit li¢u cua muyc tiéu.

Céc tac nhan de doa c6 thé st dung nhiing k¥ thuat khac nhau
dé kich hoat mi doc. Ba cach pho bién ma chung sir dung bao gém
nhdm dén cac tép tin hoac dir li¢u, sao luu hé théng va dir liéu, va
boot hé thong ctia hé diéu hanh. Trong hau hét cac truong hop, Wiper
nhiam muc tiéu vao cac file khoi phuc hé thdng can thiét trude tién

deé dam bdo rang nan nhan khong c6 cach nao dé khoi phuc.

D4u hiéu cua viéc bi tin cong wiper la mdt loat may tinh dot
ngodt khoi dong lai, sau d6 thi nhay lién tiép va toan bé man hinh
chuyén sang den. Cac may tinh da bi khoa va viéc kho1 dong lai may
chi dwa vé man hinh t6i den nhu trude. Hién tuong nay lay lan rat
nhanh, mdi phut lai c6 thém hang chuc tham chi hang trim may tinh

bi nhiém.
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Mot s0 vi du ve nhitng cudc tan cong Wiper da xay ra trén the gioi nhu
vu tan cong cua ma doc NotPetya vao tdp doan vén chuyén A.P.
Mpgller-Maersk nam 2017 gay ra thiét hai khoang 10 ty do la, hay phat
hién ra ma doc HermeticWiper dugc st dung trong cac cudc tan cong
nhim vao cac co quan chinh phu ciing nhu hai ngan hang qudc doanh

16n nhét ctia Ukraine thang 2 nam 2023. 4

3. Nhirng d4u hiéu mo hd

Ngoai 2 trudng hop rd rang néu ¢ trén, thi hau hét nhitng vu
tan cong mang thuc sy kho phat hién. Trén thuc té, cac doanh nghiép
da chi hang triéu d6 la mdi ndm chi dé cb ging phat hién sém viéc
minh d4 bi tin cong da cho thiy sy kho khin cua viéc nay.

Dudi day 1a mot s6 dau hidu ma khi gip phai ban c6 thé nghi
dén viéc thiét bi da bi dinh virus hodc ma doc (Xin luu ¥ 1a khong
phai bt ky triéu chimg riéng 1¢ nao ciing déu do bi tin cong, vi c6
nhiéu 1y do khac ciing c6 thé khién thiét bi cia ban hoat dong bét

thuong v c6 nhitng biéu hiéu nhur ching t6i mo ta):

- Cac chuong trinh diét virus bi v6 hiéu hda, bi g& bo hoac bi

thay d6i cau hinh dé bo qua mot s6 van dé nhat dinh.

4 https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-

code-crashed-the-world/
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- Thiét bi bat dau gap su cb hodc lién tuc khai dong lai.

- C4c thiét bi ngoai vi (may in, may scan,)

- bat nguén dot ngot.

- Thiét bi hoat dong nhu thé c6 ai d6 dang diéu khién no tur xa.

- Mat khau dang nhap vao thiét bi bi thay d6i.

- Trinh duyét trén thiét bi cb truy cap vao cac trang web “la”.

- Thiét bi c6 vé chay cham hon trudc.

- Thiét bi vao mang mét nhiéu thoi gian hon binh thuong.

- Thiét bi thuong bi lag, giat khi xem céc video phat truc tuyén
(do virus, ma doc chiém mat nhiéu RAM va chiém duong
truyén mang).

- Ban b¢, ngudi than nhan dugc nhitng tin nhan trén cac ung
dung mang xa hoi, email la tir phia ban.

- Xuét hién nhiing tng dung, phan mém mai trén thiét bi ma
ban khdng hé cai dat no.

- Pin cua thiét bi dwong nhu nhanh hét hon truéc.

- Mot s6 phan mém khong chay dugc do 16i thiéu file.

- Trang chu cua trinh duyét web bj thay doi.

Khong thé liét ké hét tit ca cac dau hiéu do ma doc gay ra
cho thiét bi. Vi vay, néu ban nghi ngo ai d6 dang tim cach xAm nhap
vao thiét bi cua ban va thiét bi ciia ban c6 hién tuong bat thuong thi
d6 c6 thé 1a d4u hiéu cta sy ¢d. Ban can binh tinh va nhanh chong

phan tng ding cach nhitng hanh vi ¢6 tinh xAm pham nay.
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Luwu y: Tom tit tdng hop mot sé diu hiéu khac canh bao

bi tan cong mang:

- Task Manager khong chay

- Thiét bi vao mang cham

- Thiét bi caa ban bat dau bi mét lién lac

- Thiét bi cua ban dang guri hodc nhan email la

- Thiét bj cua ban dang giri hodc nhan tin nhan van ban la

- Phan mém méi (bao gom ca tng dung) duoc cai dat trén thiét bi

- Pin cua thiét bi ciia ban dudng nhu can Kiét nhanh hon hon trudc

- Thiét bi cua ban c6 vé chay nong hon truéc

- Noi dung tép tin bi thay doi

- Bi thiéu file trong hé thng

- CAc trang web xuét hién hoi khac so vdi trugc day

- Cai dat Internet caa ban hién thi proxy va ban khong bao gio thiét
1ap mot proxy

- Mot s6 chuong trinh (hodc Gng dung) nging hoat dong binh
thuong

- Céc chuong trinh bao mat da tat

- Tang cuong sir dung dit liéu hoic tin nhan van ban (SMS)

- Tang luu lugng truy cap mang

- Cbng 40 mo bit thuong

- Cai dat ngbn ngir cua thiét bi cua ban da thay doi

- Thay céc dau hiéu vi pham va/hoic ro ri di liéu

- Thiét bi cua ban bat dau gap su cb
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- Hoa don dién thoai di dong cua ban hién thi cac khoan phi bat
ngo

- Céc chuong trinh khong xac dinh yéu cau quyén truy cap

- Thiét bi bén ngoai bat ngudn dot ngot

- Thiét bi cia ban hoat dong nhu thé ai d6 dang sir dung n6

- Cong cu tim kiém trinh duyét méi mic dinh

- Mat khau thiét bi ctia ban da thay doi

- Cura so tu bat 1én yéu cau thuc hién céc 1énh

- Tién ich trinh duyét méi xuét hién

- Trang chu trinh duyét mai khong do ban tao

- Email cua ban tir thiét bi dang bi bo loc thu rac chan

- Thiét bi ciia ban dang ¢ truy cap céc trang web “xau”

- Ban dang gip su c¢d gian doan dich vu bat thuong

- Ban duoc chuyén dén trang web sai

- Pén 6 cting ctia ban dudng nhu khong bao gid tat

- Ban thay hoat dong truc tuyén khong ré nguyén nhan

- Thiét bi cua ban dot nhién khoi dong lai

VI. Ung phé s ¢b
1. Hay binh tinh, suy nghi va hanh dfng

Phan Ung thong thudng khi biét minh bi tan cong mang la
siing s, kho chiu, hoang so...nhung phan tng ding dan lic nay 1a
ban phai binh tinh, suy nghi logic, r rang. Thoi gian dang chong lai
ban, nén ban can phai hanh dong mot cach co6 ly tri, trat tu.
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Hay tu thuyét phuc minh 1a moi thar s€ on, viéc nay da dugc
du tinh truéc rdi va minh can lam theo dung nhimng gi da chuan bj
truéc d6. Ban hiy ngin chin ai d6 danh cip dit liéu, 1am hong dir
liéu hodc tn cong cac thiét bi bd sung trén mang ctia minh cang sém

cang tot. Hiy nhé thir tw cac viéc can 1am ngay la:

— Tap trung tim ra van dé.
—  Tat bat ky chuong trinh nao ban dang st dung, luu moi tai
licu dang mé vao thiét bi luu trit ma ban s& quét virus

trude khi str dung lai.
2. Hay tim m{t chuyén gia

T6t nhét, ban nén nhd mot chuyén gia an ninh mang gitip ban
khoi phuc. Mic du ching t6i cung cap cho ban nhiing huéng dan
hiru ich, nhung khi néi dén cac k¥ nang khéi phuc an ninh mang,
don gian 1a khong gi c6 thé thay thé duoc kinh nghiém ma maot
chuyén gia gioi c6 dugc. Tim kiém sy trg gitip chuyén nghiép khi
d6i mat voi mot cude khung hoang dit liéu va may tinh nghiém trong

cling giong nhu viéc ban s& lam néu bat ky diéu nao sau day la dung:

— Néu ém ban s& dén bac si hodc bénh vién.

— Néu ban bi bat va bi budc toi, ban s& thué mot luat su.

Chuyén gia ¢ ddy co thé 1a mot nguoi quen c6 kinh nghiém
xu ly su ¢ an ninh mang hon ban, 1a ngudi phu trach an toan an ninh
mang trong doanh nghiép, hodc c6 thé 1a bén ddi tac phuy trach an
toan an ninh mang cho cong ty. Nhitng nguoi nay véi kinh nghiém
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da co chic chin s& cho ban nhitng chi dan phu hop véi truong hop

hién tai.
3. Tra tién chudc

Néu ban bi tn cong boi ma doc téng tién va ban di c6 ban
sao luru thich hop, ban c6 thé x6a phan mém tong tién gidng nhu cach
ban x6a ma doc khéac. Néu bt ky dir li€u nao bi mét trong qua trinh

nay, ban c6 thé khoi phuc dir liéu do tir cac ban sao luu.

Tuy nhién, néu ban d3 bi tdn cong bai phan mém tong tién va
khong c6 ban sao luu thich hop, ban cé thé phai ddi mat voi mot
quyét dinh kho khan. Rd rang, viéc ban tra tién chudc cho toi pham
dé 14y lai dir liéu cia minh khong phai 14 diéu ban muén, nhung trong
mot $6 truong hop, néu dit liéu cta ban quan trong ddi véi ban, thi
d6 6 thé 1a con dudng ma ban can phai di. *Trong nhiéu trudng hop,
bon td1 pham tham chi s& khong tra lai dir li€u ctia ban néu ban tra
tién chudc — vi vay, bé“mg cach tra tién chudc, ban khong chi lang
phi tién ma con bi mat dit liéu vinh vién. Ban s& can phai quyét dinh

néu ban muon nam lay co hdi d6. (Hy vong rang vi du nay sé& la dong

Shttps://www.unodc.org/roseap/uploads/documents/ransomaware/engli

sh/visual-graphics-en/should-victims-pay-when-they-are-hit-with-

ransomware.htmil
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lyc manh mé& dé nguoi doc tir nay s€ chi dong sao luu dir li€u ca

nhan dinh ky.)

Truoc khi tra tién ,
., Luu y: Ung phé
chudc, hay tham khao y kién , ,
- Binh tinh dé xtr 1y sy c0 mot
cua chuyén gia bao mat thong

cach khon ngoan.
tin (Tham khao Phu luc). Mot

- Thong bao cho nhan vién

sO phan mém tong tién co6 thé , .
. CNTT d@é tim ra cac van dé
bi x6a va hoan tic bang cac . .,
va viéc can phai lam dé khac
con g cu bdo mat khac nhau.
. . phuc ma khong lam héng
Tuy nhién, trir khi phan mém , .
, thém hé thong/phan
bao mat ctia ban cho ban biét .
. . mém/cong cu
rang n6 c6 thé hoan tac qua ]
. . - Tim mdt chuyén gia CNTT
trinh md héa do phin mém
, . , chuyén nghiép.
tong tién thyc hién, dung co tu .
. . ) . - Tra tién chudc nhung thong
x6a phan mém tong tién sau .
. . bao cho canh sat vé vu viéc
khi phan mém nay da ma hoa .
. nay.
dr liéu cta ban. Mot s6 phan ,
., . - Cap nhat h¢ thong bao mat
mém tong ti€n nang cao s€ xoa
o, cho céc mang.
di¥ liéu vinh vién néu phat hién ,
N - Thay d61 hanh vi sir dung
no luc gidi ma dir liéu. Ngoai _

‘ o mang xa hoi;
ra, hdy nhé rang mot sO phan ) )
L, . - Lién h¢ vdi céc cong ty an
mém tong tién nang cao khong ,
ninh mang chuyén nghiép dé
ma hoéa dir liéu ma xo6a dir liéu

xac dinh va khac phuc su co.

do6 khoi thict bi ciia nan nhan
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va chi truyén lai dir li€u néu tién chudc dugc trd. Phan mém bdo mat
c6 thé gd bd phan mem tong tién nhu vay, nhung phan mém bao mat

thuong khong thé khoi phuc dit liéu bi phadn mém tong tién danh cip.

Cach bao v¢ tot nhat cho nguoi dung trudc tac dong cua
ransomware 1a sao luu va gitt cho céc ban sao luu khong két nodi voi

bat ky thir gi khac!
4. Rt kinh nghiém cho twong lai

Diéu quan trong la phai hoc héi tur cac su ¢6. Néu ban ¢6 thé
tim ra diéu gi da xay ra va céch tin tac xdm nhap dugc vao hé théng
ctia ban (truc tiép hodc bang cach st dung ma doc), thi ban co thé tu
thiét 1ap cac chinh sach va quy trinh thyc té dé ngan chin nhimg hanh
vi xam pham nhu vay trong tuong lai. Hodc mdt chuyén gia an ninh

mang c6 thé gitp ban lam nhur vay.

VII. Khdi phuc hé thong

Du van d& sy cb xay ra trén thiét bi c nhan, hay 1a xdy ra
trén h¢ thdng thiét bi ctia doanh nghiép thi viéc xir 1y sy ¢b dé khoi
phuc lai hi¢n trang duogc gén nhét voi trude khi xay ra su ¢d tin cong
mang 13 diéu ma ai cling mong mudn. Néu c6 mét chuyén gia trg
gitip ban hoan toan viéc nay la tot nhat, nhung chung t6i ciing gidi
thiéu mot s6 budc thyc hién véi nhitng trudng hop xay ra trén thiét

bi c4 nhan 13 vi du dé ban hiéu quy trinh xtr 1y viéc nay.
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1. Khdi phuc lai thiét bi khi khong cé tre gitip ciia chuyén gia

Néu ban chua thé tim ngay dwoc mot chuyén gia, cac budce
sau day 1 nhitng budc ban nén 1am theo. Cac bude ndy vé co ban la

nhitng budc ma hau hét cac chuyén gia sé lam:

— Budc 1: Tim hiéu diéu gi da xay ra hodc dang xay ra.
—  Budc 2: Ngin chin cudc tan cong.

—  Budc 3: Cham dat va loai bo cudc tan cong.
Cu thé cac thao cac can lam trong timg budc s& dugc trinh
bay chi tiét dudi day.
1.1. Bwéc 1: Tim hiéu diéu gi dd hodc dang xdy ra

Hay thu thap cang nhiéu thong tin cang tot (nhung dimg danh

qua nhiéu thoi gian cho budc nay) ve:

— Chuyén gi da xay ra?

— Hé thdng thong tin va co s dit liéu ndo bi tin cong?

— Toi pham hoic nhimg ddi twong khac c6 thé 1am gi voi tai
liéu bi dénh cip?

— Nhiing dit liéu va chuong trinh nao da bi anh huong?

— Al ngoai ban, c6 thé gap rui ro do vi pham (diéu nay bao
gom bat ky tac dong tiém tang nao ddi véi doanh nghiép cua
ban)
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1.2. Bwéc 2: Ngin chdn cugc tin cong

Chan tin tac bﬁng cach cach ly ho khoi céac thiét bj bi xAm

nhap bang cach kiém tra theo danh sach sau:

—  Cit tat ca két néi mang cang som cang tét: Bé cham dut két
ndi mang cho tat ca céc thiét bi trén mang, hay tit bo dinh
tuyén cuia ban bang cach rat phich cam. (Luu y: Néu ban dang
O trong moi truong kinh doanh, bude nay thuong khong thuc
hién duoc.)

— ROt bat ky cap Ethernet nao: Tuy nhién, hdy hiéu raing mot
cudc tan céng qua mang cd thé da lan sang cac thiét bj khac
trén mang. Néu vay, hay ngat két néi mang khoi Mang va
ngét két ndi tirng thiét bi khoi mang cua ban cho dén khi thiét
bi duoc quét dé tim cac van dé bao mat.

—  Tat Wi-Fi trén thiét bi bi nhidm: Mot lan nira, cudc tan cong
tir mang c6 thé da lan sang cac thiét bi khéac trén mang. Néu
vay, hay ngat két néi mang khoi Mang va ngit két ni timng
thiét bi khoi mang cua ban bang cach tit Wi-Fi tai bo dinh
tuyén va moi diém truy cap, khong chi trén may tinh bi
nhiém.

—  Tat dir liéu di dong: Noi cach khac, hay dat thiét bi cia ban
& ché do trén may bay.

—  Tat Bluetooth va NFC: Bluetooth va NFC déu la cong nghé
giao tiép khong day hoat dong véi céc thiét bi & gan nhau.
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Tat ca cac thong tin lién lac nhu vay s& bi chin néu c6 kha
ning lay nhiém hoac tin tac nhay tir thiét bi nay sang thiét bi
khéc.

— RGOt 6 USB va céc 6 di dong khac khoi hé thong: Hay luu ¥
la cac 6 dia co thé chira ma doc, vi vay dimng dinh kém chung
vao bt ky hé théng nao khac.

— Thu hdi moi quyén truy cap ma tin tic dang khai thac: Néu
ban c6 mot thiét bi ding chung va tin tic dang sir dung mot
tai khoan khac vai tai khoan cia ban ma bang cach nao do
chung da co duoc quyén truy cap dugc phép, hay tam thoi
dat tai khoan do6 thanh khdng c6 quyén lam bét ca diéu gi

Néu vi 1y do nao do, ban can truy cdp Mang tu thiét bi cua
minh dé quét virus, hiy tat tat ca cac thiét bi khac trong mang cua
ban dé ngin chin bat ky cudc tin cong nao lay lan qua mang dén

thiét bi caa ban.
1.3. Bwde 3: Chéim diet va loai bé cudc tin cong

Ngin chin mot cudc tin cong khong gidng nhu chim dut va
loai bo mot cude tan cong. Vi du: ma doc co trén thiét bi bi nhiém
van ton tai sau khi ngit két ndi thiét bi khoi Mang, ciing nhu bét ky
16 héng nao ma tin tic hodc ma doc tir xa c6 thé da khai thac dé
chiém quyén kiém soat thiét bi cta ban. Vi vay, sau khi ngan chian

cudc tan cong, diéu quan trong 14 phai lam sach hé théng.
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Cac phﬁn sau ddy mo td mot s6 budc can thuc hién tai thoi
diém nay:
— Khéi dong may tinh

— Sao lwu dir liéu

Néu gﬁn day ban chua sao luu dir 1iéu cuia minh, hay thuc
hién ngay bay gio. Tat nhién, viéc sao luu thiét bi bi xam nhap khong
nhat thiét s& luu tat ca dit liéu ctia ban (vi mot s dit liéu c6 thé da bi
hoéng hoac bi thiéu), nhung néu ban chua c6 ban sao luu, hay thuc
hién ngay by gid — 1y tudng nhat 1a sao chép tép ciia ban sang thiét
bi khac (nhu 6 USB luu trit bén ngoai) cho dén khi ndé duoc phan

mém bao mat quét dung cach.
— Xoba rac (tuy chen)

Tai thoi diém nay, ban nén xda bat ky t&€p nao ma ban khong
can, bao gdm ca nhing tép dit liéu tam thoi ma da 1au ban khong

dung dén.

Ban nén tién hanh bao tri dit liéu dinh ky, va néu ban dang
can don dep may tinh ctia minh thi bay gio 14 thoi diém thich hop.
Cang it tép tin trong may thi phdn mém diét virus s& chay cang
nhanh. Ngoai ra, mot s6 ma doc thuong an trong cac té€p dir li¢u tam
thoi, do do, viéc x0a céc t&p do ciing co thé truc tiép x6a mot s6 ma

doc.
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D6i voi nguoi ding may tinh Windows, mot cach dé dang dé

x6a cac tép tam thoi 1a stir dung tién ich Disk Cleanup tich hop san:

1. Trong hé diéu hanh Windows 10, trong hop thoai Search
trén thanh taskbar, gd ct phap “disk cleanup”.

Hay chon Disk Cleanup trong danh séch két qua

Chon 4 dia ban muédn lam sach va chon OK.

Chon céc loai tép tin ma ban muén va chon OK.

Chon Accessories (hoac Windows Accessories).

Chon Disk Cleanup.

— Chay phan mém diét virus

© 0o~ w N

Néu ban da cai phan mém diét virus ndo d6, hiy chay va quét
toan bo hé théng. Néu ban chua tung cai bat ky phﬁn mém diét virus

nao, hiy sir dung luén Microsoft Security c6 sin trén may.

Buwéc 1: Pau tién hiy click vao biéu twong Start tai goc trai
man hinh. Sau do, tim chon cong cu Windows Security trong thanh

tim kiém phia dudi cua man hinh.
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Q  security]

() Chat o Apps  Documents Web  Settings  People > P - S @

Best match
K Windows Security
App
Apps Windows Security

Apy
-« Windows Defender Firewall with
Advanced Security

2 open
I3 McAfee® Personal Security >
<7 Pin to Start
e
[££] Control Panel > 25 Pih s taskbar
Settings @3 App settings
¥ Security and Maintenance >
O Windows Security settings >
¥ Windows Security o
<3 Check for updates >

Search the web
£ security - See web results >

’age TOTE TG Words — ENgUST (UNNET SIEtes)  TeXr PrEionsT On 5 ACCESSIDITy: INVESTIgate”

He-@=

Hinh 12.Cach khaoi dong ing dung Windows Security

Buwéc 2: Trén cira s6 s& hién mot tab tén Security at a glance,

chon muc Virus & threat protection.
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Ir Windows Securty

= Security at a glance
I @ Home See what's happening with
ndl take any actions r

©  Virus & throat protection

&  Account protection

) Firewall & network protection ©)
£ App & browser contrel
Virus & threat protection Account protection
Q
@ Ith
D

App & browser control Device security

O,

Prote:

Settings

“8

Firewall & network

protection
No action neede

A
v

Device performance &
health
No action needed.

Hinh 13.Giao dién ctia tng dung Windows Security

Bude 3: Tiép theo, tiép tuc nhip vao Scan options nhu hinh

bén dudi.

O Virus & threat protection

Protection for your device against threats.

&2 Current threats

No current threats,

Last scan: 4/13/2023 11:45 AM (quick scan)
O threat(s) found.

Scan lasted 54 seconds

35800 files scanned.

Quick scan

Allowed threats

Protection history

Hinh 14.Céch dé tim lia chon quét virus
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Buéc 4: Sau d6, hiy danh ddu vao muc thir tu Microsoft
Defender Antivirus (offline scan) réi nhan nit Scan now dé bit dau

tién trinh quét virus trén may.

Quick scan

Checks folders in your system where threats are
commonly found.

Full scan

Checks all files and running programs on your hard
disk. This scan could take longer than one hour.
Custom scan

Choose which files and locations you want to check.

o Microsoft Defender Antivirus (offline scan)

Some malicious software can be particularly difficult to
remove from your device. Microsoft Defender Antivirus
(offline scan) can help find and remove them using up-
to-date threat definitions. This will restart your device
and will take about 15 minutes.

Scan now

Cho mét thoi gian dé phan mém tién hanh qua trinh quét.
Néu ma doc duoc phat hién, Microsoft Security sé& dé xuét cac cach
xtr 1y van dé. Nguoi ding nén 1am theo cac khuyén nghi dé duoc xir

1y ding céch.

Mot canh bao quan trong: Ban than phin mém bao mat
chay trén thiét bi bi xAm nhép co6 thé bi x4m pham hoac bét luc trude
méi de doa lién quan (xét cho cing, vi pham bao mat di xay ra véi
phan mém bao mat dang chay), vi vay, bat ké qué trinh quét dé c6

sach hay khong, ban nén chay phﬁn mém diét virus tir & dia khoi
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dong hodc 6 dia ctru hd khac, hodc, trong trudong hop ciia mot so san

phém, tr mot may tinh khéc trong mang ndi bo cua ban.

Khong phai tit ca cac phan mém diét virus déu bit dugc tat
ca céc bién thé cia ma doc. Cac chuyén gia bao mat thyuc hién “don
dep” thiét bi thuong chay nhiéu phan mém bao mat tir nhiéu nha

cung cép khac nhau.
—  Cai dit lai phan mém bij héng
Ban nén g& va cai dat lai bat ky phén mém ndo ma ban théy
n6 bi anh hudng sau khi b tin cong, ngay ca khi phan mém bao mat
da stra no.
— Khéi dong lai hé thong va chay ban quét virus méi nhat

béi voi may tinh Windows, sau khi ban da lam sach hé théng,
hay khoi dong lai h¢ théng & ché do “Safe mode with Networking”
toan bo quy trinh duwoc mé ta & trén (thay vi ché do Safe Mode), chay
phan mém diét virus, tai xudng tt ca cac ban cap nhat va chay phan
mém bao méat dé ra quét lai.

Néu khong c6 ban cap nhat nao thi ban khong can chay lai
phan mém quét virus.

Néu ban dang str dung may Mac, Safe Boot d3 bao gdm két
n6i mang nén khong can thyc hién budc nay.

Cai dat tat ca cac ban cap nhat va ban va 138i c6 lién quan.
Néu bat ky phdn mém nao ctia ban chua duogc cap nhat 1én phién ban
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moi nhit va c6 thé chira 16 hong, hiy cap nhat phdn mém nay trong

qua trinh don dep.

Néu ban ¢6 thoi gian, hay chay lai toan bd ph'?ln mém bao

mat sau khi ban d3 cai dat tit ca cac ban cap nhat.
—  X0a tat ca cac diém System Restore cd thé c6 van dé

System Restore 1a mdt cong cu hitu ich, nhung no ciing c6
thé nguy hiém. Vi du: néu mot hé thong tao diém khoi phuc khi ma
doc dang chay trén thiét bi, viéc khoi phuc diém d6 c6 thé s& khoi
phuc ma doc! Do do, sau khi don dep hé théng, hay nhd x6a tat ca
cac diém khoi phuc hé théng c6 thé da duoc tao khi hé thong cia ban
bi xAm pham. Néu ban khong chéc liéu diém khoi phuc ¢ thé c6 van
dé hay khong, hiy x6a n6. Dbi véi hau hét nguoi ding, didu nay c6

nghia 14 c6 thé tot dé xoa tat ca cac diém System Restore.
Cac budc dé thyuc hién:

Nhap vao menu Start.

Nhéap vao Control Panel.

Nhéap vao All Control Panel Items.
Chon Recovery.

Chon Configure System Restore.

L

Thuc hién theo hudng dan dé xoa nhiing diém system

restore da co.
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—  Khdi phuc cai dat da sira doi
Mot s6 tin tic va ma doc co thé stra d6i cac cai dat khac nhau
trén thiét bi cua ban. Mot trong nhitng phan hay bi thay d6i nhat 1a
phan Homepage cua trinh duyét vi phan Startup cua trinh duyét khi
b thay ddi s& c6 thé mé dén phan cai dat lai ma doc hodc thyc hién
mot sb tac vu bat chinh khac. Vi thé ban nén vao trinh duyét va thay

ddi lai thanh dia chi an toan.

G Settings Q, Search settings

2 Youand Google

= 9 On startup

B  Autofill

@ Open the New Tab page

G Privacy and security

@ Performance O Continue where you left off
@  Appearance O Open a specific page or set of pages
Q_  Search engine

B0 Default browser

() Onstartup

Hinh 15.Cach thiét 1ap lai trang nha trén trinh duyét Chrome

Khi str dung cac phién ban trinh duyét khac nhau, quy trinh
s€ hoi khiac mdt chut nhung co thé dé dang thuc hi¢n khi ban tim

kiém hudng dan trén Google.
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— Cai dat lai toan b thiét bi

Dai khi, thay vi tuan theo cac quy trinh da néi & trén, cai dat
lai toan bo thiét bi tir dau s& dé dang hon. Trén thuc té, do nguy co
phén mém bao mat thiéu mot sé vin dé hodc 15i cua nguoi dung khi
thyc hién don dep bao mat, nhiéu chuyén gia khuyén réng bat ctr khi
nao co thé, nguoi dung nén cai dat lai toan bo thiét bi sau khi bi tin
cong. Tuy nhién, ngay cd khi ban dinh cai dat lai hét tit ca, trude hét
ban van nén quét virus toan bo thiét bi vi c6 mot sd dang ma doc
hiém gip c6 thé ton tai ngay ca sau khi khoi phuc (chang han nhu
ma doc 1ap trinh lai BIOS, mot s virus nam & phan boot hé thng,
V.v.) va nén ra quét tat ca cac thiét bi trén cung mdt mang voi thiét bi
bi xam nhap tai thoi diém xam nhép hodc sau do, dé dam bao réng

virus khong 1y lan trén thiét bi méi dugce cai lai.
2. Cach xir Iy thong tin bi danh cip

Néu may tinh, dién thoai hodc may tinh bang cta ban bi xam
pham, co thé thong tin nhay cadm trén do da bi danh cép va bi toi

pham str dung sai muc dich.

Ban nén thay ddi lai tat ca cac mat khau duge luu trit trén
thiét bi va kiém tra lai tat ca cac tai khoan co thé truy cap tu thiét bi
ma khong can ding nhap (do da cai dat trude d6 trén thiét bi thanh
“Remember Me” sau khi ding nhap thanh cong) dé dam bao ring
khong dé sai so6t. Vi néu mat khau cua ban duoc luu trix & dinh dang
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dugc ma hoa manh thi nhu cau thay d6i mat khau sé it cap bach hon
1a néu dugc luu trit & dang vin ban rd rang hodc mé héa yéu, nhung
1y twong nhét 1a trir khi ban chic chin ring ma hoa sé& ton tai lau dai.

Néu di khong dam bao chéc chan thi ban nén thay d6i mat khau.

Néu ban nghi ngd ring thong tin c¢6 thé da bi danh cip va c6
thé duge st dung dé mao danh ban, ban nén bao cdo véi co quan
cong an va gitr lai cac gidy to lién quan. Vi dy, néu ban bj canh sat
chén lai va thong bao réng c6 1énh bat gilt ban & mdt noi nao d6 ma
ban chua ting dén, thi ban s& c¢6 bang ching rang ban di bao cao vé

viéc thong tin ctia ban bi dénh cap.

Néu ban tin rang thong tin thé tin dung hodc thé ghi no cta
minh da bi danh cép, hay lién hé véi Ngan hang noi ban mé thé dé
yéu cau khoa thé cii va cip thé méi. Ngoai ra, hay kiém tra tai khoan
xem c6 giao dich ddng ngd nao khong.

Ghi nhat ky moi cudc goi ban thuc hién, thoi diém ban thuc
hién, ban da ndi chuyén véi ai va nhitng gi dién ra trong cudc goi.

Thong tin d6 cang nhay cam thi viéc hanh dong va xu ly
nhanh chong cang quan trong.

Duéi day 1a 161 khuyén vé xtr Iy thong tin bi ldy cép:

Loai 1: Thong tin khong riéng tu, nhung c6 thé gitip bon toi
pham danh cip danh tinh:
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— Tén, dia chi va s dién thoai nha riéng: Loai thdng tin nay
thuc sy ¢ sin cho bat ky ai mubn né, tham chi khong can
hack ban. Nhung loai thdng tin nay cé thé duoc st dung két
hop Véi cac thong tin khac dé thuc hién moi loai toi pham,
dac biét 1a néu nguoi khac khdng nghi ngd gi méc 13 (vi du:
bang cach cho phép ai d6 c6 thong tin ndy mé thé thu vién
ma khéng can xuat trinh gidy to tiy than).

— Théng tin hd so cong khai khac: Gia ma ban da tra cho ngdi
nha caa minh, tén caa cac con ban, v.v. Mac du théng tin nay
la h6 so cong khai, nhung toi pham lién hé thong tin d6 voi
thong tin khac c6 thé lay duoc tir may tinh cua ban cd thé gay

ra su cb cho ban.

Logi 2: Théng tin nhay cam nhu dia chi email, s6 dién thoai
di dong, sb tai khoan thé tin dung khong c¢6 ma CVC, sd tai khoan
thé ghi ng yéu cau ma PIN dé sir dung hodc khong c6 ma CVC, sb
thé ATM, sé thé sinh vién, sb h chiéu, ngay sinh day du bao gém ca
nam, va nhu thé. Nhirng muc nay tao ra rui ro bado mat khi bi xam
pham — vi du: dia chi email bi danh cép c6 thé dan dén céac cudc tin
cong ltra ddo tinh vi st dung thong tin khac thu thap duoc tor may
tinh ciia ban, c¢6 gang xAm nhép vao tai khoan, giri thu réc, v.v. Ngoai
ra, loai thong tin bi danh cép nay co thé duoc toi pham str dung nhu
mot phan cta hanh vi trdm cdp danh tinh va toi pham gian lan tai
chinh, nhung c6 thé yéu cau két hop nhiéu phan thong tin dé tao ra
rui ro nghiém trong.
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Logi 3: Thong tin rit nhay ciam nhu mat khau cua tai khoan
truc tuyén, sb tai khoan ngan hang, ma PIN, thé tin dung va thé ghi
no, cau tra 101 cho cac cau hoéi thtr thach ma ban da su dung dé bao
mat tai khoan, v.v. Nhitng loai thong tin nay thuong co thé bi lam

dung ngay khi ching sé hiru né.

VIII. Tong két

Trong cudn sd tay nay, chung t6i da trinh bay nhiing kién
thirc co ban ma moi ngudi can biét vé an toan thong tin. Nhimg kién
thirc nay c6 murc d6 tir dé dén kho, yéu cau tir thap 1én cao:

Khai phuc

Ung pho (Recover)

Phat hién (Respond)

Phong vé (Detect)

Nhan thirc (Protect)

(Identify)

1. VAan dé dau tién va quan trong nhat la nhan thirc, xac dinh
dugc cac nguy co, rui ro.

2. Trén co so do, phai x@y dung cac bién phap phong vé.

3. Luén ludn canh giac cao do dé kip thoi phat hién cac van dé
phat sinh.

4. C6 su phdi hop chat ché gitta cac bén, cac bo phan dé co thé
¥ng pho véi nhitng su ¢b xay ra

5. Co du ning luc dé khoi phuc lai hé thong va sém tro lai hoat
dong binh thuong.
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Hi vong nhimg kién thirc ma ching t6i di cung cip trong
cudn sd tay ndy s& 1 hanh trang ddng hanh cung cac ban trong qua

trinh song va lam viéc trén moi trudng so.

Cudi cung, du ban da hiéu va hoan toan lam duoc tat ca moi
diéu dugc trinh bay trong cudn sb tay niy, chung t6i mong rang ban
s& duy tri thoi quen theo ddi céc tin tirc vé hudng dan an toan thong
tin trén nhimng kénh truyén thong chinh théng (dai truyén hinh, cac
trang thong tin cia chinh pht, bg, ban nganh). Cong ngh¢ thong tin
ludn thay d6i va viéc thudng xuyén cap nhat nhitng kién thirc nay s&
gitip ban c6 thém nhiéu hiéu biét, kinh nghiém va ludn ty tin trén

mdi truong Mang.

Chiic ban va to chirc ciia ban luén tham gia khong gian

mang mot cach an toan!
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IX. Phu luc
1. Phap luét ciia Viét Nam vé an toan thong tin, an ninh mang

Luit An toan thong tin mang dugc Qudc hoi théng qua vao
thang 11 nam 2015 va chinh thirc ¢6 hi€u luc tir ngay 01/7/2016 va
Luat An ninh mang duoc Qudc hdi théng qua vao thang 6 nam 2018
va chinh thirc ¢6 hi¢u lyc tir ngay 01/01/2019. Pay 1a cac co so phap
1y quan trong cho viéc quan 1y cac hoat dong lién quan dén an toan,
an ninh thong tin ¢ Viét Nam. Ngoai Luat An toan thong tin mang
va Luat An ninh mang, di c6 nhiéu vin ban c6 lién quan dén cong
nghé thong tin va an toan thong tin duoc Qudc hoi, Chinh phu va cac

co quan nha nudc ban hanh nhu:

— Luat c¢éng nghé thong tin s6 67/2006/QH11 caa Qudc hdi,
ngay 12/07/2006.

— Nghi dinh s 90/2008/ND-CP cua Chinh pha “Vé chéng thu
rac”, ngay 13/08/2008.

—  Quyét dinh s6 59/2008/QD-BTTTT cua Bo Thong tin va
Truyén thong “Ban hanh Danh muyc tiéu chuan bat budc ap
dung vé chir ky s6 va dich vu chang thuc chix ky s6”, ngay
31/12/2008.

—  Quyét dinh 63/QD-TTg cua Thu tudng Chinh phi “Phé duyét
Quy hoach phét trién an toan théng tin sé qudc gia dén nam
20207, ngdy 13/01/2010.
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Chi thi s6 897/CT-TTg caa Tha tuéng Chinh phu “V/v ting
cuong trién khai cac hoat dong dam bao an toan thong tin
$6”, 10/06/2011.

Thong tu s6 23/2011/TT-BTTTT cua B TT&TT “Quy dinh
vé viéc quan ly, van hanh, st dung va bao dam an toan thong
tin trén Mang truyén sé liéu chuyén ding cua cac co quan
Pang, Nha nudc”, ngay 11/08/2011.

Nghi dinh s 77/2012/ND-CP caa Chinh phi “Stra doi, bd
sung mét sé diéu cua Nghi dinh s6 90/2008/ND-CP ngay 13
thang 8 nam 2008 cua Chinh phi vé chéng thu rac”, ngay
05/10/2012.

Nghi dinh 72/2013/ND-CP cua Chinh phu vé Quan ly, cung
cap, str dung dich vu Mang va thdng tin trén mang; quy dinh

vé viéc chia sé thong tin trén cac trang mang x& hoi.

1.1. Ludt An toan thong tin mang

Luat An toan thong tin mang 1a bd luat dﬁy du dau tién cua

Viét Nam vé an toan thong tin dugc Qudc hoi khoa XIII thong qua

tai Phién hop thtr 10 vao ngay 19/12/2015 va chinh thirc ¢6 hiéu luc

tir ngay 01/7/2016. Luat quy dinh vé hoat dong an toan thong tin

mang, quyen, trach nhiém cua co quan, t6 chuc, cd nhan trong viéc

bdo dam an toan thong tin mang; mat ma dan su; ti€u chuan, quy

chuan k¥ thuat vé an toan thong tin mang; kinh doanh trong linh vuc

an toan thong tin mang; phat trién ngudn nhan lyc an toan thong tin
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mang; quan 1y nha nudc vé an toan thong tin mang. D41 tuong ap
dung cua luat 1a cac co quan, t6 chire, ca nhan Viét Nam, t6 chure, ca
nhan nudc ngoai tryc ti€p tham gia hoac ¢ lién quan dén hoat dong

an toan thong tin mang tai Viét Nam.

Luét An toan thong tin mang gém 8 chuong va va 54 diéu

v6i ndi dung chinh nhu sau:

— Chuong | — Nhiing quy dinh chung gém 8 diéu quy dinh
pham vi diéu chinh, dbi twong 4p dung cua luat; giai thich
c4c tr ngit, thuat ngir; néu nguyén tic bao dam an toan thong
tin mang, chinh sach ctia Nha nudc va van dé hop tac quoc
té vé an toan thdng tin mang.

— Chuong II — Bao dam an toan thong tin mang gom 21 diéu
quy dinh vé cac van d& bao vé thdng tin mang, bao vé thdng
tin c& nhan, bao vé hé thong thong tin va ngan chin xung dot
thong tin trén mang.

—  Chuong III — Mat ma dan sy gom 7 diéu quy dinh vé cac van
dé c6 lién quan dén mat ma dan sy, bao gom kinh doanh, xin
cap gidy phép kinh doanh, xuat khau nhap khau, sir dung san
pham, dich vu mat ma dan su.

— Chuong IV — Tiéu chuan, quy chuan ky thuat an toan théng
tin mang gém 3 diéu quy dinh quan ly tiéu chuan, quy chuan
k¥ thuat, danh gia hop chuan, hop quy vé an toan théng tin

mang.
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— Chuong V — Kinh doanh trong luc vuc an toan théng tin
mang gom 7 diéu quy dinh vé viéc cap gidy phép kinh doanh
san pham dich vu va quan ly nhap khau san pham an toan
théng tin mang.

— Chuong VI — Phét trién ngudn nhan luyc an toan thong tin
mang goém 2 diéu quy dinh vé dao tao, bdi dudng nghiép vu
va vin bang, chung chi dao tao vé an toan thdng tin mang.

— Chuong VII — Quan 1y nha nudc vé an toan thong tin mang
gom 2 diéu quy dinh céc ndi dung va trach nhiém quan Iy nha
nudc vé an toan thdng tin mang.

— Chuong VIII — Diéu khoan thi hanh gom 2 diéu quy dinh
ngay bét dau c6 hiéu luc cua luat va giao chinh phu va cac co
quan nha nudc ban hanh cac vin ban huéng dan chi tiét viéc

thuc hién.
1.2. Ludt An ninh mang

Tiép theo Luat An toan thong tin mang, Luat An ninh mang
dugc Qubc hoi khoa XIV théng qua tai Phién hop thir 5 vao ngay
12/6/2018 va chinh thuc c6 hiéu luc tor ngay 01/01/2019 [18]. Luéat
gdém 7 chuong, 43 diéu quy dinh vé hoat dong bao vé an ninh qudc
gia va bao dam trat tu, an toan xa hoi trén khong gian mang; trach
nhiém cia co quan, td chirc, ca nhan c6 lién quan. N§i dung tom tat

cua luat nhu sau:
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— Chuong I — Nhitng quy dinh chung gém 9 diéu quy dinh
pham vi diéu chinh, d6i twong 4p dung cua luat; giai thich
cac tir ngir, thuat ngir; néu nguyén tic, bién phap bao vé an
ninh mang, chinh séch cua Nha nuéc va van dé hop tac qubc
té vé an ninh mang; quy dinh cac hanh vi bi nghiém cim va
xur 1y vi pham phép luat vé an ninh mang.154

— Chuong IT — Bao vé an ninh mang d6i véi hé thong thong tin
quan trong vé an ninh qubc gia gom 6 diéu quy dinh vé cac
van dé tham dinh, danh gia diéu kién, kiém tra, giam st va
ng phd, khic phuc su ¢b an ninh mang ddi véi hé thong
thdng tin quan trong vé an ninh quéc gia.

— Chuong Il — Phong ngua, xtr ly hanh vi xdm pham an ninh
mang gém 7 diéu quy dinh céc vin dé phong ngtra va xt ly
cac hanh vi xam pham an ninh mang, bao gém phong ngira
va xtr ly cac hanh vi tuyén truyén chéng nha nuée, kich dong
bao loan, gay réi,..; phong, chdng gian diép mang, bao vé
thdng tin thudc bi mat nha nudc, quyén riéng tu ciia ca nhan;
phong, chéng tan cong, khung bé va cac tinh hudng nguy
hiém trén mang; va van dé dau tranh bao vé an ninh mang.

— Chuong IV — Hoat dong bao vé an ninh mang gém 7 diéu
quy dinh vé van d& bao vé an ninh mang ddi véi co so ha tang
khong gian mang quéc gia, hé théng thong tin caa cac co
quan to chirc; bao dam an ninh théng tin trén khong gian

mang; van dé nghién ciu, phat trién va nang cao nang lyc ty
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cha vé an ninh mang; va van dé bao vé tré em trén khong
gian mang.

—  Chuong V — Bao dam hoat dong bao vé an ninh mang gém 6
diéu quy dinh vé luc luong bao vé an ninh mang; bao dam
ngudn nhan lyc bao vé an ninh mang, tuyén chon, dao tao,
phét trién lyc lugng bao vé an ninh mang; van dé gi4o duc,
bdi dudng kién thiic, nghiép vu va phé bién kién thirc an ninh
mang; va van dé kinh phi bao vé an ninh mang.

— Chuong VI— Trach nhiém cta co quan, t6 chiic, ca nhan quy
dinh trach nhiém cuaa céc chu thé trong dam bao an ninh
mang, bao gém trach nhiém cua Bo Cong an, Bo Québc
phong, Bo Thdng tin va Truyén thong, Ban Co yéu Chinh
phu, chinh quyén céc tinh, thanh phd, céc t6 chirc va ca nhan.

—  Chuong VII—Diéu khoan thi hanh gém 1 diéu quy dinh ngay
bat dau co hiéu luc cua luat va yéu cau vé diéu kién an ninh
mang ddi véi hé thong thong tin dang van hanh, sir dung duoc
dua vao Danh myc hé thdng thong tin quan trong vé an ninh

qudc gia.

2. Nhirng dia chi dao tao va cung cap nguon nhan lwc vé an ninh

mang

Hién tai ¢ Viét Nam c6 8 don vi uy tin dao tao bac dai hoc co6

nganh An toan thong tin, do la:
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— Bai hoc B&ch khoa Ha Noi (BKHN) — nganh Ky thuat may
tinh

—  Pai hoc Cong nghé — Pai hoc Quéc gia Ha Noi (UET) —
nganh Mang may tinh va truyén thdng dix liéu

— Hoc vién Cong nghé Buu chinh Vién thong (PTIT) — nganh
An toan théng tin

— Hoc vién Ky thuat mat ma (KMA) — nganh An toan théng tin

— Hoc vién Ky thuat Quén sy (MTA) — nganh An toan thong
tin

— Hoc vién An ninh nhan dan (ANND) — nganh An toan théng
tin

—  Pai hoc Bach khoa Pa Nang (DUT) — nganh An toan théng
tin

— Dai hoc CNTT — BPHQG TPHCM (UIT) — nganh An toan
thong tin

Pay 1a nhitng ngudn cung cap nhan lyc c¢6 chit lugng cao,

duoc dao tao bai ban va cé trinh d6 cao.

Ngoai ra, cac doanh nghiép c6 thé Iya chon té chirc cac khoa
dao tao nang cao nhan thirc va trinh dé cho can bo cong nhan vién
trong co quan, hodc c nhan ¢6 nhu cau nang cao trinh do chuyén
sau vé ATTT c6 thé ding ki cac khoa dao tao chuyén sau vé An ninh

mang tai mot so cong ty, to chuc sau:
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ST | Téntd Website Panh gia
T chuc
1 cong ty | bkav.com.v | Ngoai cac bo phan mém diét virus
BKAV |n ndi tiéng thuong hiéu BKAV,
cong ty BKAV con cung cap cac
giai phap, dich vy an ninh mang,
dao tao va xay dung hé thong md
phong cho hoc vién.
2 Cong ty | vsec.com.vn | Bay la mot trong nhiing don vi
Co phan cung cap dich vu ATTT uy tin tai
An ninh Viét Nam. Cong ty c6 td chuc cac
mang chuong trinh dao tao c6 ly thuyét
Viét va thuc hanh trén hé thong gia lap
Nam dé tang cuong kha nang phan ung
VSEC va xit ly su ¢ ATTT cho hoc
vién, t6 chic.
3 VNPT- | https://vnpti | Cong ty Cong ngh¢ thong tin
IT t.vn/dich- VNPT cung cap nhleu giai phap,
Vu-ao-tao- dich vy danh gia, tu van, dam bao
an-toan- An toan thong tin va dao tao An
thong-tin toan théng tin cho cac don vi to
chtrc.
4 cong Ty | netpro.com. | Cac khod dao tao Security gom cé
TNHH vn EC-Council, CompTIA
Tu Vén Security+, SCP
va bao
Tao
Netpro
5 Hiép hoi | www.vnisa. | Py 1a noi tap hop cac ca nhan, t6
ATTT org.vn chuc lam cong tac nghién cuu
Viét giang day, tng dung va phat trién
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https://vnptit.vn/dich-vu-ao-tao-an-toan-thong-tin
https://vnptit.vn/dich-vu-ao-tao-an-toan-thong-tin
https://vnptit.vn/dich-vu-ao-tao-an-toan-thong-tin
https://vnptit.vn/dich-vu-ao-tao-an-toan-thong-tin
https://vnptit.vn/dich-vu-ao-tao-an-toan-thong-tin

Nam
VNISA

ATTT nham huéng dan thyuc hién
céc chu truong duong 16i cia nha
nudc trong viéc ung dung va phat
trién ky thuat, céng nghé, ATTT,
dua ra dé xuat, khuyén nghi Vi
co quan quan ly nha nudéc trong
viéc xay dung co ché chinh séch
phét trién nganh. Hiép hoi con to
chic mot s khoa dao tao cap
ching chi CISSP cho céac chuyén
gia bao mat.

Cong ty
Co phan
Qnet

gnet.edu.vn

Cung cap 1 sé khoa hoc vé An
toan an ninh.

3. Mang lwéi nha cung cip dich vu an ninh mang / cung cip dich

vu phong vé va bao mat hé thdng mang tai Viét Nam

ST | Tén té chirc | Website Giai phap/Dich vu ATTT

he

1 |Trung tam | https://vncer | La co quan diéu phoi quoc gia
Ung  ciu | tvn/ vé (g ctru sy 6, thusc Cuc An
khan  cap toan thong tin - Bo Thong tin va
khéng gian Truyen ‘thong. CO chuc nang
mang Viét diéu phéi, tng cau cac su ¢b an
Nam toan thong tin mang trén toan

quéc.

2 Trung tam | https://soc.g | NCSC la don vi trung tam thic
Giam sat an | ov.vn/ day lién minh phong chéng ma
toan khong doc & xu ly tn céng mang.
gian mang Cung nhau bao v¢ tai san cta co
qudc gia quan, t6 chirc va ngudi dan Viét
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Nam truéc ciac nguy co
tin céng mang véi muc tiéu
"Giam ti 1¢ 1ay nhiém ma doc tai
Viét Nam, g6p phan dua Viét
Nam tro thanh quéc gia c6 moi
treoNg mang an toan, tin cay".

cong ty Co | misoft.com. | LA mét trong nhitng cong ty

phan  phét | vn hang dau trong linh vyc ATTT

trién  phan tai Viét Nam, MISOFT khéng

mém va hd chi cung cdp nhiéu dich vu

trg  cong ATTT (tu van, danh gia ATTT,

nghé Misoft trién khai va hd tro ky thuat
ATTT va dao tao ATTT), ma
con 1a ddi tac chinh va nha phan
phdi duoc uy quyén caa nhiéu
cong ty an ninh mang hang dau
thé gigi nhu Check Point,
Forcepoint, Trend Micro, ....
Cung cip cac giai phéap an toan
CNTT toan dién cho h¢ thng
CNTT cua t6 chuc tir may tram
may cha, hé théng mang,
CSDL, web cho tdi gidm sét an
ninh tap trung.

Cong ty | cmccyberse | Giai phap phong chéng ma doc

TNHH an | curity.com | va quan tri tap trung

ninh an toan Phan mém diét virus (CMC IS)

thong  tin _ Mian phi

CMC -

CMC Cyber Giai phap tuong lua bao vé

Security website

Giai phép phong chéng ma doc
ma hoa dir liéu
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Gai dich vu va giai phap

Cong  ty| fis.com.vn | Kiém tra danh gid bao mat
TNHH Hé
théng thong FPT EagleEye.MSOC
tin FPT FPT EagleEye.MDR
Tuan thi tiéu chuan thanh toan
PCI DSS
Cong ty | netnam.vn | Dich vu giam sat va ing cuu sy
4Netnam COATTT
Dich vy quan trj thiét bi, hé
thong ATTT
Dich vu gidm sat ha ting mang
va trng dung
Dich vu bao vé hé thng
Dich vu d4nh gia ATTT
C()‘ng ty C6 | vsec.com.vn | Panh gia bao mat
phan  An Trung tam giam sat ATTT —
ninh  mang SoC
Viét  Nam )
VSEC Tuvan ATTT
Cong ty Co | mi2.comvn | Tu van xay dung H¢ thdng
phan tin hoc Quan ly ATTT theo tiéu chuan
Mi Mi (Mi2 ISO/IEC 27001
Jsc.)

Tu van Phan loai dit liéu

Hb trg Quan tri Hé thong thdng
tin

Kiém tra danh gid an toan hé
thong
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9 | Céng ty CP | vncs.vn la don vi cung cap nhiéu san
Cong ngh¢ pham/dich vu an ninh mang cua
an ninh riéng minh, dong thoi la nha
khéng gian phan phdi uy quyen cua cac
mang Viét hdng bao mat ndi tiéng nhu
Nam Splunk, BeyondTrust, Invicti,

Cung cip cac giai phap bao vé
doanh nghiép trudc cac nguy co
tan cong mang nhu:

Giam sat ATTT VNCS SOC
Kiém tra, danh gid an toan
thong tin — Penetration Testing
Phan &ng va xt 1y su ¢ ATTT
- Incident Response

Diph vu danh gia xam nhap hé
thong - Compromise
Assessement

10 [Cong  ty | netcom.vn | Cung cip cac giai phép ha tang
TNHH May mang
tinh Nét Cung cip cac giai phap tng

dung mang

11 | Cong ty Cb | savis.vn Giai phap gidm sat an ninh
phan cong mang — Savis SOC
nghé Savis Savis Cyber Security

12 | Cong ty Co | cystack.net |Cung cap cac giai phap
phan Penetration  Testing, Web
Cystack Secutiy, Endpoint Security

Viét Nam
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13 | Cong ty Co6 | cyradar.com | Pentesst,  Next-Gen  SOC,
phan  An CyRadar Cloud SOC for AWS
toan théng
tin CyRadar

14 | Cdng ty | pama.com.v | Céc giai phap bao mat Fidelis,
TNHH n Flowmon, Novicom, Runecast,
truyen OKSystems la cong cu hiru hiéu
thong va tin dam bdo an toan thong tin cho
hoc Pama ca nhan, to chuec.

15 | Cong ty An | https://viette | Dich  vu an ninh  mang
ninh - mang | lcybersecuri | (Cloudrity) (Giam sat ATTT
Viettel ty.com/ Mmang, San tim moi nguy

ATTT< Klém tra danh gid
ATTT)

Giai phap diéu phéi, tu dong
ho& va phan tng an ninh mang

16 | Cong ty | https://129i | Giai phap phong chéng ma doc
TNHH nfosec.com. | BCY Endpoint Security
MTV 129 vn Giai phap bao mat, an toan

mang ViPNet

17 | Cong ty | https://vnpti | Giai phap VNPT Smart IR: cho
Coéng nghé | t.vn/ phép truy van, dieu tra nguyén
théng  tin nhan khi c6 su co Ve ma doc,
VNPT giam sat cai dat phan mém trai

phép va gidm sat tuan tha chinh
sach bao mat trén hé théng
CNTT cua céc to chic, doanh
nghiép

Giai phagp VNPT DNS
Protection: la giai phap thuc
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hién loc/chan céc yéu cau dén
céc tén mién cua cac may chu
doc hai dua trén danh sach cac
tén mién dwoc cap nhat va phat
hanh bai cac té chac bao mat
trén thé gioi. DNS Protection
cung cap kha nang phat hién va
ngin chan két nbi dén cac may
chu doc hai, khéng mong muon
va dam bao an toan an ninh cho
nguoi dung trong khi st dung
Mang

Dich vu Giam sat An toan théng
tin

Dich vu Banh gia An toan thong
tin

Céc dich vu Banh gia An toan
thong tin

Dich vu Bao tao An toan théng
tin

Dich vu Tu vén, thiét ké An
toan thong tin

18

Cong ty Cb
phan
Sensecures

https://sense
cures.vn/

Dich vu DPao tao nhan thic an
toan thong tin - Security
Awareness Training

Dich vu Tu vin An toan théng
tin

Dich vu An ninh mang uy thac
quan tri
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19 | Cdng ty | https://tmgs. | Dich vu danh gia ATTT
TNHH vn/ . , , 4
TMGS Vict Dich vu tnhg ctru sy co ATTT
Nam
20 | Cong ty C6 | https://vietn Network Security — Bao mat ha
phan  Phan | etco.vn/ tang mang
the‘;' Vigt Giai phap SOC & NOC
Endpoint Security
Giai phap bao mat ing dung
21 |Cong  ty| https://vina- | 1a don vi cung cip nhiéu san
TNHH Vina | aspire.com | pham/dich vy an ninh mang cua
Aspire riéng minh, dong thoi 1a nha
phan phoi uy quyen cua cac
hdng bao mat noi tieng nhu
Splunk, BeyondTrust, Invicti,
22 | Cong ty Co | https://www | Dich vu dénh gia ATTT: Dich
phan Cong | .ncsgroup.v | vu danh gia xam nhép hé thong,
nghé An | n Diph vu kiém thir xam nhap hé
ninh  mang thong/ung dung, Dich vu ra
Quoc  gia soat, phan tich, g& bo ma dc,
Viét Nam Dich vu diéu tra va ung pho su

c¢b an ninh mang, Dich vu trién
khai tich hop giai phap ATTT,
Dich vu thdng tin tinh bao an
ninh mang

Dich vu giam sat ATTT: SOC,
OT/ICS security
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23 | Cong ty Cf) http:/ngs.co | Giai phap bao mét toan dién cho
phan Thiét | m.vn cac to6 chic/doanh nghiép
bi va Truyén T .
R Giam sat va quan ly cac su kién
thong NGS bao mat SIEM
Phan &ng su ¢ Incident
Response
24 | Cong ty C6 | https://hpt.v | Giai phap tu dong hoa quy trinh
phan Dich | n ung pho sy co SOAR
vu  Cong NPT -
nghé tin hoc Bo6 giai phap quan ly AT ANTT
HPT Giai phap va dich vu bao mat
25 | Cong ty
HANEL

4. Hwéng dan sir dung phin mém Windows Security

Phan mém Windows Security c6 san trong hé diéu hanh
Windows, dugc mac dinh khoi dong cung Windows. Phin mém
Windows ludn thiét lap & ché do tu dong, lién tuc quét virus, malware
va cac ma ddc. Ngoai tinh ndng bao v¢ trong thoi gian thyc, cac ban
cap nhat (update) con dugc ty dong tai xudng dé gitp giit cho thiét

bi cta ban ludn an toan va bao vé khoi cac moi de doa.

Phan mém Windows Security c6 biéu tugng hinh cai khién

mau xanh ‘E ludn niam & goc dudi bén phai cia man hinh cling cac
ung dung dugc dat ché d6 khoi dong cung Windows khéc (nhu bo
06 Unikey). Néu nhu may tinh cta ban c6 cai dit va bat 1 phan mém
antivirus khac, thi tinh nang Bat tu dong cua phén mém Windows
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Security s& tu dong tat, néu g& cai dat ing dung khac di thi tinh ning

nay cua Windows Security s€ tu dong bat lai.

4.1. Khoi dong chwong trinh

Dé bat ché do chay cua phén mém Windows Security, ta thuc

hién nhu sau:

Chon biéu tugng Windows = nam ngoai ciing & goc dudi

bén trdi man hinh, sau d6 gd Windows Security trong

Q. Search for apps, settings, and docume

khung
Néu ban gb dtng thi phia bén phai cua thuc don sé& hién

ra hinh dudi:

>

Windows Security

App

7 open
£7 Pin to Start
<> Pin to taskbar

@3 App settings

Ldc ndy ban co6 thé dua chudt dén biéu twong ¥ cia
chuong trinh, hoic chon 1énh Open dé khai dong chuong
trinh. Ban s& thay c6 ctra s6 giao dién cua chwong trinh

M& ra nhu hinh dudi day.
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ot Sty

Security at a glance

@ % 4 DO % 00 O B

health

Hinh 16.Cira s6 giao dién Windows Security
4.2. Cac tinh nang cua Windows Security

Windows Security gitip ban quan 1y cic cong cu bao vé thiét

bi va dir liéu ctia ban gom co:

e Virus & threat protection (Chdng virus va méi de doa): Phan
nay chira cac tly chon dé quét virus thiét bi, theo ddi cac moi
de doa, nhan céc ban cap nhat di liéu bao mat, chay quét
offline va thiét lap cac tinh ning chéng ransomeware nang
cao.

e Account protection (Bao vé tai khoan): Cung cap céc tinh
nang gitp nguoi dung bao vé danh tinh Windows cta minh
véi cac tuy chon dang nhap Windows Hello, cai dat tai

khoan, khoa dong,...
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Firewall & network protection (Tuwong ltra & bao vé mang):
Quan 1y cai dat cho tuong ltra va theo ddi nhitng hoat dong
dang dién ra voi mang va két ndi véi Mang cua ban.

App & browser control (Kiém soat ung dung & trinh duyét):
Cap nhat cai dat cho thiét SmartScreen cua Windows
Security gitp bao vé thiét bi cua ban chdng lai cac tng dung,
tép, trang web va noi dung tai xudng tiém an nguy hiém. Ban
s& co tinh nang bao vé khai thac va ban c6 thé tiy chinh cai
dat bao vé cho céc thiét bi caa minh.

Device security (Bao mat thiét bi): Xem lai c4c tily chon bao
mat duoc tich hop sin nhu Bo xu ly bao mat (TPM) va
Secure Boot duoc tich hop trong phan cang caa thiét bi dé
gilp bao vé thiét bi caa ban khoi bi cac méi de doa va tan
cong.

Device performance & health (Hiéu suit va tinh trang hoat
dong cua thiét bi): Windows Security thuong xuyén quét may
tinh va hién thi céc bao céo vé tinh trang va hiéu suat cua
thiét bi & phan nay.

Family options (TUy chon gia dinh): Phan nay gidp ban theo
ddi cac thiét bi trong gia dinh cua ban va cac hoat dong truc
tuyén cua tré bang tai khoan Microsoft.

Protection history (Lich str bao vé): Phan nay cho ban xem

va quan ly cac hoat dong va dé xuat bao vé méi nhat.
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Céc biéu tugng trang thai cho biét mirc d6 an toan cua ban:

e Mau xanh 14 cay co6 nghia 14 hién khdng c6 bt ky hanh dong

nao duoc de xuat.

e Mau vang co nghia la c6 mot dé xuat an toan cho ban.

e Mau dé canh bao ring c6 diéu gi d6 can ban chd y ngay lap

tuc.

4.3. Thiet ldp cdc tinh nang chong virus va cac moi de doa

Windows Security

It

@ Home
| O Virus & threat protection
& Account protection
@) Firewall & network protection
App & browser control
L Device security
% Device performance & health
& Family options

O Protection history

3 Settings

Scan options

Run a scan from the available options on this
page.

No current threats.

Last scan: 5/3/2022 5:59 AM (quick scan)
0 threats found.

Scan lasted 57 seconds

43350 files scanned.

Allowed threats

Protection history

o Quick scan
Checks folders in your system where threats
are commonly found.
) Full scan

Checks all files and running programs on
your hard disk. This scan could take longer
than one hour,

) Custom scan

Choose which files and locations you want to

check

) Microsoft Defender Offline scan

Some malicious software can be particularly
difficult to remove from your device.
Microsoft Defender Offline can help find and

Have a question?

Get help

Help improve Windows Security

Give us feedback

Change your privacy settings

View and change privacy settings
for your Windows 11 device.

Privacy set

Privacy dashboard

Privacy Statement

Hinh 17.Giao dién phan Virus & threat protection
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a. Co 4 tuy chon:

Quick scan: qué trinh nay s& chi kiém tra cac thu muc khoi
dong va registry dé dam bao rang khong c6 gi doc hai 4n nau
bén trong ching. Qua trinh nay thuc hién rit nhanh, nhung cé
thé khéng qua hiéu qua néu nguoi dung mudn don dep virus
an nau khap moi noi.

Full scan: s& quét moi tap tin va thu muc trén may tinh,
registry, tat ca cac muc khoi dong va ciing c6 thé dugc dinh
cau hinh dé quét cac 6 dia gan mang. Qué trinh Full scan c6
thé mat hang gio tiy thudc vao dung lugng luu trir ngudi ding
c6 va toc do may tinh. Nguoi dung c6 thé doi va chay qua
trinh quét toan bo khi khéng can dén may tinh ciia minh trong
vai gio.

Custom scan: cd thé duoc dit dé nham muc tiéu bat ky thu
Muc ndo ma ngudi dung mudn quét.

Microsoft Defender Offline scan: dugc sur dung khi ma doc
kho loai bo trong khi Windows 11 dang hoat dong. Chay ché
d6 nay s& quét may tinh dé tim ma doc trudc khi hé diéu hanh
tai, gidp loai bo virus khi nd khéng thé tu bao vé. Lua chon
nay hixu ich khi ma doc cé thé da tu ghi vao mot noi ma phan
mém chdng virus khdng thé xda nd hozc né c6 thé chu dong
chan phan mém chdng virus x6a no trong cac trudng hop st

dung binh thuong.
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Sau khi da chon dugc kiéu quét mong mudn, ngudi ding hay
nhip vao nat Scan Now. Chy mot thoi gian dé phan mém tién hanh
qué trinh quét. Néu m3 doc duge phat hi¢n, Microsoft Defender s¢
dé xuét cac cach xir 1y van dé. Nguoi dung nén lam theo cac khuyén

nghi dé dugc xir Iy dung cach.
b. Ldp lich quét riéng

Ngay ca khi Windows Security thudng xuyén quét thiét bj dé
giir cho thiét bi an toan, ngudi ding van co thé dit thoi gian va tan

suat quét bang cach sau:

- Chon nut Start, nhap Schedule tasks trong hop Search va
trong danh sach két qua, chon Task Scheduler.

- Trong ngan bén trai, hady chon mii tén (>) bén canh Task
Scheduler Library dé mé rong, thuc hién thao tac twong tu
véi Microsoft > Windows, rdi sau d6 cudn xubng va chon thu
muc Windows Defender.

- Trong ngan trén cung ¢ gitra, hdy Windows Defender
Scheduled Scan.

- Trong ngin Actions bén phai, cudn xuéng va chon Properties.
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HopDeploy
Autochk

Secusity cptiors

When running th task,use the following user ac

Chidsk
—
— B

Editsa task

- Trong ctra s6 mé ra, hdy chon tab Triggers, rdi chon New.
- Dit thoi gian va tan suat uu tién cua ban, sau d6 chon OK.

- Xem lai lich va chon OK.

C. Bat/tit tinh ning Microsoft Defender Antivirus dé béo vé trong thoi
gian thuc

Doi khi, ban c6 thé phai ngimg chay tinh ning bao vé trong
thoi gian thuc mot 1at. Trong khi tinh ndng bao vé trong thoi gian
thuc bi tét, cac t&p ban m¢ hodc tai xuéng s& khong dugc quét tim

cac mbi de doa. Tuy nhién, tinh ning bao vé trong thoi gian thyc s&
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som tu dong bat lai sau mdt thoi gian ngén dé bao vé thiét bi cua
ban.
Dé tit tam thoi tinh ning bao vé trong thoi gian thyec:
- Chon Virus & threat protection settings > Manage settings.
(Trong cac phién ban dau tién cua Windows 10, hdy
chon Virus & threat protection > Virus & threat protection

settings.)

% Virus & threat protection settings

No action needed.

Manage settings

- Chuyén cai ditReal-time protection  thanh Off va

chon Yes dé xac nhan.
d. Bat/tit tinh néing cap nhdt dir ligu

- Chon Virus & threat protection updates > Protection updates.

<o Virus & threat protection updates
Security intelligence is up to date.

Last update: 5/5/2023 10:34 AM

Protection updates

- Trén trang tiép theo, chon Check for updates dé tai xudng va

cai dat cac ban cap nhat.
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e. Bat/tit tinh ning Ransomware Protection

Ransomware Protection 1a mdt tinh nang hiru ich di kem v6i
Windows 11 dé giup bdo mat thiét bi cua nguoi dung trudce cac cude
tn cong Ransomware. Tuy nhién, theo méac dinh, tinh nang bao v¢
chdng ransomware nay bi tit trén tit ca cac thiét bj cua Microsoft.

Dé kich hoat va str dung tinh ning nay, hiy thyc hién cac budc sau:

- Chon Virus & threat protection updates > Manage

ransomware protection.

©g Ransomware protection

MNo action needed.

Manage ransomware protection

- Trong tiy chon Controlled folder access, dbi lua chon Off

sang On d¢ kich hoat.

Khi kich hoat xong, ban s& phai dwa mot s chuong trinh yéu
thich ctia minh vao danh sach tring dé chiing c6 quyén truy cép vao
thu muc duogc kiém soat. Budc nay sé giup ban tranh viéc xac thuc
sai va cho phép cai dat cac chuong trinh moi:

- Trong ty chon Controlled folder access, nhap vao Allow an
app through Controlled folder access.

- Tiép d6, chon nit Add an allowed app, sau dé chon Browse

all apps hoac Recently blocked apps:
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o Browse all apps cho phép ban chon bat ky ung dung

nao tir may tinh caa minh.

o Recently blocked apps s& hién thi cho ban danh sach

cac ung dung dd bi chan gan day boi tuy chon

Controlled folder access, tir d6 ban c thé xem xét va

bo chan mot ing dung da co6 trong danh sach nay.

- Pé tranh gan cd nham phan mém hoic ung dung hitu ich la

ransomware, hay thém ching vao phan Protected Folders.

4.4. Qudn ly twong lira va bao mdt mang

 Firewall & network protection

Who and what can access your networks.

Domain network

Firewall is on

3 Private network

Firewall is on.

(8 Public network (active)

Firewall is on.

Allow an app through firewall
Network and Internet troubleshooter
Firewall notification settings
Advanced settings

Restore firewalls to default

Have a question?

Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 11 Home device.
Privacy settings

Privacy dashboard

Privacy Statement

Hinh 18.Giao dién phan Firewall & network protection
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C6 3 tuy chon loai mang:

- Domain network (mang mién)
- Private network (mang riéng)

- Public network (mang céng cong)

CAu hinh mang hi¢n dang dugc s dung sé dugc danh dau 1a

“active”
a. Bdt / Tit Microsoft Defender Firewall

Tuong Itra bao vé hé¢ théng va dir liéu khoi bi truy cap trai
phép va cac mbi de doa, tuy nhién, doi khi, ban co thé can phai tat
tuong lira. Vi du: khi tai xudng file tir cac ngudn khong dang tin cay

hodc truy cdp vao mot ing dung dang bi chan.

Néu ban da quyét dinh vo6 hi€u hoa tuong Itra cua Microsoft
Defender, ban co thé vao timg cdu hinh mang va bat hodc tit ching
theo yéu cau ctia minh. Nhip vao loai mang dé xem cai dat tuong
Itra ctia no.

/

9@ Private network

Firewall is on

Sau d6, trong phan Microsoft Defender Firewall, hiy nhip
vao nit “On” dé tat ‘Off”.
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Microsoft Defender Firewall

Helps protect your device while on a domain network.

@ on

Neéu ban mudn bat lai tuong Itra cho tat cad cac mang cung
nhau, ban c6 thé chi can nhap vao nut ‘Restore settings’ d€ khoi phuc
cai dat mac dinh.

Firewall & network

« )
protection

Who and what can access your networks.

Microsoft Defender Firewall is using settings
that may make your device unsafe.

Restoring default settings will remove all
Windows Defender Firewall settings that you
have configured for all network locations. This
might cause some apps to stop working.

Restore settings h

B Domain network

Firewall is off.

Turn on

M3di cdu hinh mang ciing c6 mét cai dat khac — ¢ Block all
incoming connections, including those in the list of allowed
programs ‘ trong Incoming connections. Cai dat nay gitp tang thém

muc d6 bao mat khi ban bj tan cong.

Incoming connections
Prevents incoming connections v on a public network.

Blocks all incoming connections, including those in the list of allowed
apps.
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Theo mic dinh, Windows Defender Firewall chin tat ca céc
kétndi dén trir khi c6 mot quy tac ngoai I¢ do ban hodc mot ing dung
dugc phép tao. Bat tuy chon nay s& ghi dé tat ca cac ngoai 1& d6 va
chin tt ca luu lwong dén khong duoc yéu cau bao gom cé nhiing
luu lugng danh cho cac chuong trinh duge phép. Khi ban chin tit ca
cac két ndi dén v6i may tinh ciia minh, cac thiét bi khac trong cung
mot mang cling khong thé két néi voi may tinh. Tuy nhién, ban van

6 thé duyét Mang, giri va nhan thu, v.v.
b. Mgt sé cai dat khdc

Mot sb cai dat khac trong phan Firewall & network
protection cho phép ngudi dung dé tiy chinh va quan 1y cac tudng

Itra cua Windows.

Allow an app through firewall
Network and Internet troubleshooter
Firewall notification settings
Advanced settings

Restore firewalls to default

- Allow an app through firewall — Thao tac nay s& dua ban dén
applet bang diéu khién, noi ban cd thé thém, thay doi va xo6a
c4c ng dung dwoc phép giao tiép thong qua Windows
Defender Firewall

- Network and Mang troubleshooter — Lién két nay cho phép

ban chay trinh g& rbi dé khac phuc cac sy ¢6 mang va Mang.
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- Firewall notification settings — Tuy chon nay cho phép ban
quan |y cac nha cung cap bao mat va thdng bao tir Windows
Security.

- Advanced settings — N6 mé& ra bang diéu khién Windows
Defender Firewall, noi ban cd thé theo dai va quan ly cac quy
tac bao mat két ndi dén, di va két ndi.

- Restore firewalls to default — Tuy chon nay cho phép khoi

phuc cai dat mac dinh cua tuong lura.
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Moi dong gop y kién xin gii qua biéu sau:

https://forms.office.com/r/7u9aY Q6Ut5 . Xin cam on!
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